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Overview

Comdata offers the ability to add a Purchasing and Travel & Entertainment (T&E) program to your
business all under one roof with the Comdata Mastercard™ Multi-Card. With this program, you have
the choice of using the card solely for Purchasing, T&E, fuel, or all of the above. By adding all these
services to one card, you can manage your transactions, invoices, and data from one location.

Comdata can help you set up usage limits, such as the total spendable amount, location, and times (off
hours blocking) when the card can be used. In addition, using a Comdata Mastercard Multi-Card means
you can automatically reconcile transactions, reduce fraud, gain in-depth insight into your business
spending, and even earn monthly rebates on every dollar spent.

Some other benefits include:

e Unparalleled Global Acceptance. The Mastercard Multi-Card is backed by Mastercard, providing
you security and universal acceptance at nearly 40 million merchants around the world.

e Earn Money Back on Spending. Every dollar spent using your Comdata Mastercard Multi-Card
earns monthly rebates for your business.

e Alerts and Notifications. As part of using a Multi-Card, Comdata offers Alerts and Notifications
(A&N), an enhanced fraud detection and management program that helps you and your
cardholders quickly and efficiently capture and reduce exposure to credit card fraud.

e Control and Easy Reconciliation. Comdata will work with you to set up card controls that limit
employees not only from making purchases at certain times and locations, but also from
purchasing certain products and amounts of products. By making purchases with a Comdata
Mastercard Multi-Card, you can automatically reconcile transactions, reduce fraud, and gain better
insight into your business spending.

e Mastercard Easy Savings. An automatic rebate program that enables participating merchants to
provide rebates eligible to Mastercard small business cardholders registered in the program.

e Cash Wallet. An optional feature that allows you to load one-time funds to a cardholder’s balance.
Cash Wallet is especially useful with travel and purchasing programs to pay per diems or reimburse
expenses for cardholders.

e Cardholder Identification Data. Cardholders can securely call Comdata to inquire about their cards
by using their date of birth or Social Security Number to verify their identity.

e Virtual Card for Travel. Simplify the booking process by using electronic virtual card numbers to pay
for travel related expenses, such as rental cars, airline tickets, and hotel rooms.

Comdata Confidential and Proprietary 5
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Mastercard Multi-Card Best Practices

Although it is a good business practice in any credit card program to mitigate as much fraud as
possible, understand that no matter how well designed your program is, fraud may still occur.
However, you can take steps to make your Comdata Mastercard Multi-Card program as fraud resistant
as possible. See below for a list of best practices that will aid you in your fight against fraud.

1. Take advantage of Alerts and Notifications (A&N).
Protecting your Mastercard cardholders from fraud and identity theft is a top priority at Comdata.
That’s why we offer the Comdata A&N program to help you improve security around your Comdata
cards and minimize risk. With Comdata A&N, your cardholders receive text messages when
Comdata’s internal risk analysis system identifies a suspicious transaction. Then, your cardholder
can reply to the message confirming if the transaction was fraud. If fraudulent, the card goes into a
locked-down state and each additional transaction is declined. However, the cardholder will receive
a text message with each declined transaction allowing them to override the declined authorization.
If they override, they can swipe their card again and continue the transaction, only if the transaction
is for the same amount and from the same merchant. If the cardholder receives a declined
transaction they don’t recognize, there’s no need to respond as the transaction was not authorized.

Extensive documentation on A&N is available in Comdata’s ICD Resource Center.

2. Design policies and procedures that are detailed, updated regularly, and reflect the roles and
responsibilities of your program.
Firm policies and procedures are the foundation of a fraud-resistant Multi-Card program. Make sure
these policies and procedures are detailed and spell out the accountabilities and responsibilities of
cardholders and those monitoring card usage. If the full details of the program (monitoring,
specified usage, etc.) are not clearly defined, fraud is more likely to occur.

3. Appoint a Program Administrator with responsibility and authority over your program.
A Program Administrator can ensure cardholders are trained, monitor card usage, and assure that all
aspects of the program are kept up to date and reflect all available technology and management
controls. Program Administrators are also responsible for distributing cards, training (and retraining)
cardholders and transaction reconcilers, and monitoring for unintentional personal use or obvious
misuse. Furthermore, Program Administrators are responsible for approving officials who provide
daily oversight for the program, assuring contract terms are fulfilled by both the organization and
the card providers, and regularly reviewing provider services for Mastercard Multi-Cards.

4. Implement a detailed written policy requiring the signature of the cardholder and their supervisor
to reinforce responsibility and improve accountability.
The cardholder’s supervisor is accountable for how the card is used.
(continued on next page)
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Therefore, having the supervisor sign a written policy for card use by the cardholder reminds them
that they are accountable for and must monitor each cardholder purchase. Each level of monitoring
instituted in your card program is another method of minimizing misuse and abuse of your cards.

5. Designate and communicate roles and responsibilities for transaction reconcilers and approving
officials.
A prevalent error that occurs in many credit card programs is companies allowing cardholders to
have subordinates responsible for reconciling and approving their own transactions. Reconcilers (a
person who gathers supporting documentation and posts transactions to a financial system) and
approvers (a person responsible for approving cardholder transactions) should not be under the
cardholder’s supervision.

These roles must be held by individual people who can make judgements on appropriate card use
without the cardholder’s direction. Document specific responsibilities for each person involved in
the card use and monitor processes so that all transactions receive an appropriate level of
scrutiny, and ensure approval and responsibility are properly segregated.

6. Establish card limits to reduce excessive or inappropriate use.
Some companies usually start off with low transaction limits but eventually realize they can reduce
purchasing costs and increase incentive revenues by increasing their limits to the highest level
possible. Unfortunately, this causes companies to raise limits to unnecessarily high levels. A good
rule to follow is to provide card limits that slightly exceed the highest actual purchase in the
preceding year by a cardholder. Define limits by the employee or employee class use, not by
establishing blanket limits for all cards. Blanket limits provide cardholders considerably more
purchasing power than they will need or use, which increases the risk of abuse and misuse.

7. Conduct mandatory face-to-face training to new cardholders and face-to-face or online refresher
training every two years for existing cardholders.
Require face-to-face training for new cardholders before issuing them a card and annual or
biannual training for all existing cardholders. In-person training ensures emphasis is applied during
the initial training and allows new cardholders to ask questions. Most cardholders will use their
cards appropriately if they receive proper instruction from the beginning. Reserve computer or
web-based training for only subsequent trainings.

8. Require original receipts for every purchase.
Every photocopy accepted in support of a credit card program is an increased risk of fraud or
abuse. In today’s world of technology, obtaining and tracking receipts is difficult, but should still be
of utmost importance. If a receipt is absent, require the cardholder to provide every document
available to support the transaction.
(continued on next page)
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10.

11.

12,

For web purchases, require cardholders to provide a screen shot of the order confirmation screen
and email (if received). Any receiving documentation or packing slips included with delivered
purchases should also be included. Do not approve or reconcile a purchase without detailed
supporting documentation that delineates the entire amount charged, as well as the specific
business purpose of the purchase.

Require electronic transfer of cumulative data from the card-services provider for data mining and
analysis based on known risk factors.

The creation of comprehensive software to analyze databases for transaction anomalies has
increased the need of access to electronic data and improved monitoring of all types of transactions.

Using software to identify anomalies such as split transactions (multiple transactions designed to
circumvent card limits), over-limit purchases, unusual transaction patterns, use of non-standard
vendors for standard purchases, and even-dollar transactions at or just below threshold levels will
allow more efficient and effective monitoring, prevention, and detection of potential misuse.
Defining these anomalies is key to electronic data analysis of card activity. Assuring that the card
service provider has the ability to produce Level 1, 2, and 3 transaction information is critical to this
analysis process. This information breaks each transaction down by MCC (Merchant Category Code),
type of service, vendor identification, and vendor corporate status to assure operational, financial,
and tax related information is available to the organization for analysis and use.

Provide a hotline process to report suspected abuse.

In most fraud incidents, at least one person knew or suspected the fraud, but didn’t know how to
report their suspicion. The lack of a defined process to report suspected fraud can be a contributing
factor. Provide a confidential process for individuals to report suspected fraud and card abuse, and
publicize the process through training and ongoing communication from the Program Administrator.

Establish meaningful and enforced policies governing consequences for misuse.

Consequences for misuse must be real, known, and enforced. Treat all card misuse as a violation,
and consider the proven use of a card for personal purchases as theft. Prosecute the individual and
publicize the prosecution. Not punishing or publicizing the criminal act opens the door for more
fraud. Enforcing and promoting consequences can significantly reduce the likelihood of fraud.

Establish recurring audits to evaluate compliance with program policies and requirements.
Although routine monitoring processes are best handled by each operating unit’'s management,
regular surprise audits of card usage, combined with data mining and analysis of usage anomalies
and transaction information, provide in-depth oversight that can significantly prevent fraud. You can
uncover fraud during a routine audit of the unit’s card documentation that disclosed irregularities in
the explanations for nonstandard transactions and documentation. Without the audit, the fraud
may have continued indefinitely. If your program generates sufficient revenue in incentives, this
audit activity can be part of your staff, funded by the incentive funds.

Comdata Confidential and Proprietary 8
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Dispute Fraudulent Transactions

In an effort to streamline Mastercard disputes, Comdata has developed a new Online Dispute Smart
Form within iConnectData (ICD).

The Online Dispute Smart Form is dynamic in the sense that it generates a unique form with required
information based on your selected reason for dispute. These specific forms can help you and Comdata
understand the necessary information needed to file your dispute. You can also download a PDF of the
dispute after it is submitted for your records.

This document is intended to walk you through filing a dispute through ICD using each of the unique
forms.

Note: If you are the company administrator, you may submit dispute forms through the secure ICD
website on the cardholder’s behalf without obtaining a signature. Doing so confirms that you have a
relationship with the cardholder and that the transaction is being disputed by the authorized user.
Submitting the dispute via a secure site satisfies the Mastercard signature requirements.

Please note it is important that you notify us about any transaction disputes within 60 days of the
suspicious charge.

The following verbiage regarding this rule is located on each form: “We certify that this information
was obtained via a secure website, and is being disputed by the authorized user.”

Filing a Dispute

If a cardholder suspects fraudulent activity on their card, instruct them to follow these steps:

1. Call the Comdata Contact Center at 1-800-282-7496, which is open 24/7/365.

2. Let the Comdata agent know they suspect fraudulent charges on their card.

a) The Comdata agent will block the card and ask the cardholder to contact their Program
Administrator (you), who can order the new card.

Note: Once Comdata is notified of the suspected fraud, then the customer is no longer liable
for new fraudulent charges. If you are registered with the Alerts and Notifications program,
then the Agent will offer to place the cardholder’s card in a “hobble home” status, so they are
not without access to a card if they are travelling.

3. The Comdata Agent will then ask the cardholder to contact you to file a dispute and order a new
card.

a) Be aware when a new card is issued so you can update your expense management system
with the new card number associated with the employee.

(continued on next page)
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b) Filing a dispute online typically takes a few minutes and saves a cardholder from having to fill
out any documentation and fax it to Comdata. This also ensures customers have a Dispute ID
that verifies that the fraudulent dispute was filed.

c) Filing a dispute also inserts an additional control around the validity of the dispute and
ensures it is valid, as invalid disputes can quickly become your responsibility.

Once the dispute is processed in ICD, Comdata will initiate the chargeback process with the
merchant involved in the dispute. At this point, you can do the following:

° Enroll the cardholder in Alerts and Notifications.

e Identify repeat-offenders whom might be using the card inappropriately.

Using the Online Dispute Smart Form

The following steps demonstrate how to file a dispute using the Online Dispute Smart Form in ICD.

1. Onthe ICD home page, select Manage > Transactions > Real Time Transaction History.

= [onal] (< hide sidebar

MANAGE ™ REPORTING ™ Fl

Wirtual Card Setup Option

| New Card Order | MANAGE TRANSACTIONS
I I
| Cards Real Time Transaction History
Card Maintenance {b
i eCash/Cash Wallet i Transaction Activity Reporting
E Check
apress Hhee Settlement by Date Range
Fleet Assets
Fuel & Networks

_ Card Alerts Manager TRY ME!

Company Profile
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2. On the transaction history page,
enter the required information to Transaction History
run a report. Note that only Posted

transactions can be disputed. Click
Submit when finished. Account Code: | VC777 - VIRTUAL CRD BUYER APSETUP

Customer ID: | ey » | Hold the Ctrl Key

IPAY/BPP - 83541 for multiple selections.
P520 EXPDATE - PS20E

PS20 TEST SITE 3 - PS20F

PS20 TEST SITE 6 - PS204

PS20 TEST SITE 062416 - PS20L

PS20 TEST SITE 1-PS20N

PS20 TEST SITE - PS20P

PS20 TEST SITE 1-P520Q

PS20 TEST SITE 2 - PS20R i

Search By:

) EmployeeMehicle Number
Card Number ) Card Token
@ LastName  © First Name
© Driver Id
Search Value:

Transaction Status: All n Hold the Cirl Key
Authorized for multiple selections.

Declined
Credit e
SortBY: @ Transaction Date ©) Posted Date

* Choose sort order.

Date Type: @ Transaction Date
© Posted Date

SartDate: | | [ y=)| | 207 =] [T
EndDate: | oo | [ 3| | 2007 g |

* Date ranges are limited to 150 days.
* Earliest start date is 04/13/2016.

| Submit |m Download

3. Select the checkbox next to the transaction(s) you want to dispute. Then, click Initiate Dispute.

Note: You cannot dispute the same transaction more than once. If your dispute reason is “I did not
authorize or participate in this/these transaction(s)” you can dispute multiple transactions for only
one card.

Transaction History

Account Code: AB123
Start Date: 01/23/2020 End Date: 06/23/2020
Found 35 records matching query.

+ Select “Transaction Status” to \iew Transaction Detail
Return to Query Initiate Dispute + Transacfion Dispute Process.
1. Select the transactions that you want to dispute:
2. Click "Initiate Dispute” button to select Dispute Reason
3. Click on "Dispute” button.

m m @ Note: MasterCard Transactions that have already been disputed will have a hyperlink to access the dispute in the left column.
Transaction Authorized
Date/Time Amount Transaction
Customer ID Posted Date/Time Posted Amount Merchant Name Status Cardholder Name Card Number
BOT12 03/16/2020 11:06:40 2.20 03/16/2020 11:06:40 220 Service Station Posted JANE DOE 556TITXXXXXK 4843
BOT12 03/16/2020 11:08:29 220 03/16/2020 11.08:29 220 FUEL DISPENSER Posted JOHN SMITH BEETIEX0(XXX 4048
BOT12 03/16/2020 12:26:34 3.30 03/16/2020 12:26:34 3.30 Service Station Posted JOHN SMITH EEBTIEX0(XXX 4042

Comdata Confidential and Proprietary 11
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4. Select I did not authorize or participate in this/these transaction(s) and then click Dispute.

Dispute Reasons

Please select Dispute reason:

Pleaze note that your account is not automatically credited for this dispute.
Flease pay the full amount of all invoices.

© Duplicate

© Paid by another means (must provide proof)

(2) Did not receive services or merchandise

@ | did not autherize or participate in this/these transaction(s)

(By selacting the above reason, your card will be blocked, as this would indicate fraudulent activity.)

© Goods or Services not as described (Quality)

@ Credit not processed and | have credit receipt, voucher (proof)

5. The Online Dispute form opens with your contact information populated at the top of the page.
Complete each field as necessary. Required fields are denoted by a red asterisk.

Online Dispute

l'ind\cates a required field

Account Code:  VCT77

Contact Name: QASUPER ADMIN

‘Company: COMDATA

*Address: 5301 MARYLAND WAY “Phone Number: | 615-370-7251

“City: BRENTWOOD Fax:

*State/Province: TN Email Address: | HAN@COMDATACOM

“Zip/Postal Code: 27027

Card Number Customer 1D
5567660083533333 PS20X
Disputed Transaction Listing
" Transaction
Transaction Posted N Posted Recon Approval ARD
Date Date 7"'&@'“ Amount Amount Code LEE L Merchant Name
05/01/2017 05/01/2017 000000 02200000120000000000000
100548 10.12.52 CEDD0004204D e ey S s L FISHERIE

Reason for Dispute: | did not authorize or participate in thisithese transaction(s)
Please select one of the below available options:

Option #1 My card was lost/stolen at the time of the disputed transaction{s)
Option #2 My card was in my possession at the time of the dispute transaction(s)

Option #3 The card was misused by the employee assigned to this card.

‘We certify that this information was obtained via a secure website, and is being disputed by the authorized user.

Any documentation reguired to support your claim must be received within 10 days:

Comdata, Inc. Email Legible Copy to:
5301 Maryland Way suppert@comdata.com
Brentwood, TN 37027 or

Aftn: Research Dept.

=D =3

Comdata Confidential and Proprietary 12
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This specific dispute form provides three options:

e My card was lost/stolen at the time of the disputed transaction. Select this option to fill out
additional information as to the circumstances surrounding the fraudulent card use, (date card
went missing, start date of unauthorized transactions, if police were notified, etc.). This
information helps Comdata better understand the situation, so appropriate action can be taken.

Option #1 My card was lost/stolen at the time of the disputed transaction(s)
On what date was the card lost/stolen? (mm/ddiyyyy)
| did not participate in any transaction on or after: (mmiddiyyyy)
*Were police notified? © Yes @ No If yes, date notified: (mmiddiyyyy)

* Briefly explain the circumsiances surrounding the fraudulent use of the card.

Do you have any knowledge of the person(s) who may have used your card? If yes, who?

You must check this box if it applies:

* Neither |, nor anyone authorized by me, used this card for the disputed transactions listed on
this form.

e My card was in my possession at the time of the disputed transactions. Select this option if the
card was in your possession at that time of the unauthorized transaction. This option can also be
used if the card number was used fraudulently while the card was in your possession.

Option #2 [+ My card was in my possession atthe time of the dispute transaction(s)
= || Meither |, nor anyone authorized by me, used this card for the disputed transactions listed

on this form.

e The card was misused by the employee assigned to the card. Select this option if an employee
or authorized user caused the fraudulent transaction(s). Then, specify if the employee or
authorized user was terminated and the date of termination.

Option #3 ¥ The card was misused by the employee assigned to this card.
*Was the employee terminated? ' Yes '® Mo

*Ifyes, date of termination:
(mmiddhnyyy)

Comdata Confidential and Proprietary 13
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6. After you enter all required information, click Submit at the bottom of the page.

Reason bor Dispute: | ded not Juthorioe o SMcinate i Midhess rarms: bon(s)

Please seldect one of the balow available options:

Option #1 Tty card was ioststoln at th g of the dispuied transaciion]s)
Option #2 U wty card wias iy posisasssion: al Bt of T dipute Transac Sons]

Option &3 | The cand was mésused by e smployes assigned bo this cand

e Sy IR (e e fprmaton Wil ODLRE vidl B SECUTE wilaDE, BN 5 Deng daguted Dy e UThOrDed e

ATy COCLETETItON MGG I SURRON your CLm mis] B reganvad winen 10 dans

Comdata, Inc Emadl Legtds Copy B
5301 Miaryiand Way spportigcomdata com
Brentwood, TH 37027 o

Alin; Foaepanzh Degl
L=

7. A PDF with the dispute details will display; save the PDF for your records. A confirmation email
will also be sent to your ICD email address.

Transaction Online Dispute Processing Form

Dispute ID:  88883888X
Date:  05/16/2020

Account Code: AB123 Customer ID: BOT12

Contact Name: JANE DOE E-mail: JANE.DOE@COMPANY COM
Company: BUSINESS INC 548 Phone Number: 617-000-0000

Address: Any Street Fax Number: 617-000-0000

City/ST/Zip: Quincy / MA / 0000

Card Number Customer ID

JOOOOOKKXXXX8888 BOT12

Disputed Transaction Listing

Transaction Posted Transaction Number Posted Recon Approval Mce POS ARD
Date Date cB# Amount Amount Code Merchant Name
05/07/2020 050872020 327859 55420508127894198299532
12:13:25 06:38:57 CB0508327859 £00.00 £00.00 918343 8641 " MISCELLANEQUS FOOD

Note: Take note of the following in the generated PDF:

o |f multiple disputes are filed on one card, a total recon and posted amount will display at the
bottom of the PDF.

e The Dispute ID displays in the top right corner of the PDF. Take note of this and use the
Dispute ID to identify and track the dispute.

e If there are multiple pages on the PDF, the Dispute ID will display on each page.

Comdata Confidential and Proprietary 14
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Search for a Filed Dispute

ICD’s Real-time Transaction History allows you to locate and review submitted transaction disputes.

1. On the Transaction History page, enter the . .
o ) Transaction History
required information to run a report. To

search for disputed transactions, follow

these tips:

Account Code: | AB122 - TEST

a) To search for a specific dispute, select Customer ID:
Dispute ID from the Search By radio
buttons, then enter the corresponding

dispute ID in the Search Value field.

JAMEAC - BOT12 = Hold the Ctrl Key

for multiple selections.

b) To search for multiple dispute

transactions across a date range, select

i H Search By: () Erpigyeenanicls Numb
Disputed from Transaction Status. MpieyeSERICE Tumber

O card Number O Card Token
Then, select your date range. O LastName __O)First Name

O Driver Id
Note: Disputed transactions will also Search Value: | 12345678 |

display on the transaction history
report if All or Posted is selected from
Transaction Status.

Transaction Status: | , o . «
Posted
Declined

Sort By: @ Transaction Date O Posted Date

Heold the Ctrl Key
for multiple selections.

* Choose sort order.

Date Type: @® Transaction Date

O Posted Date

Start Date:

01 25 W

=
E

2020 W

End Date:

05 25 W 2020 W

* Date ranges are limited to 130 days.
* Earliest start date is 04/25/2019.

[ suomi J] Reset J owniona

2. Click Submit to display the transaction history report in your browser. Click Download to save the
transaction history report in Excel format.

Download View

. E | F L e | H | [ . J . K I ¥ . S
1 |Transaction Date Transaction Time Posted Date Posted Time Transaction Status Card Mumber Cardholder Name Accept Location Posted Amoun’ Dispute ID
2 |02/20/2020 04:58:48 02/20/2020 05:25:19 Disputed ABRTIBNCCOK2548 AC342 AIRCRAFT JET Shell Oil 57445630007 Bismarck ND "50.00 384860691
3 |03/09/2020 01:40:28 03M1/2020 084341 Disputed 8567 30XCCCXE016 225LP VEHICLE Miscellaneous Food Sto Los Amigos  MEX 974 698717291
4 |03/09/2020 01:40:28 03M11/2020 084341 Disputed 5567 35XCCCHKE016 225LP VEHICLE Miscellaneous Food Sto Los Amigos  MEX 074 1768816341
5 |03/09/2020 01:40:28 0311/2020 084341 Disputed 556735:00000(6016 225LF VEHICLE Miscellaneous Food Sto Los Amigos  MEX 074 BET42522
6 |03/09/2020 01:52:00 03M11/2020 08:43:41 Disputed 5567 35XCCOHKE016 225LP VEHICLE Miscellaneous Food Sto Los Amigos  MEX 974 81256091
7 |03/09/2020 02:00:00 0311/2020 08:43:41 Disputed ABRTERXCCCKI359 TEST SUPER Stationery Office Supp Chicago IL 9375 G7295354|
8 |03/09/2020 02:33:53 03M1/2020 084341 Disputed 8867 30X0003013 3013 VEHICLE Pauls Amoco StCharles IL "100.00 311039FE
9 |03/09/2020 05:47:38 03M11/2020 084341 Disputed 5567 35XC0CKE024 BENJI OLSOM TELIs Through Use MfM New York  NY .64 2654289%
10 (03/09/2020 05:49:24 0311/2020 084341 Disputed 556735:00000(6016 225LF VEHICLE Miscellaneous Food Sto Los Amigos  MEX 074 698717291
11 |03/09/2020 05:49:24 03M11/2020 08:43:41 Disputed 5567 35XCCOHKE016 225LP VEHICLE Miscellaneous Food Sto Los Amigos  MEX 974 178816341
Comdata Confidential and Proprietary 15
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3. Adispute ID link displays in the left column for transactions disputed electronically. Also, the
Transaction Status column will display Disputed. Click the disputed ID link to open a copy of the
confirmation PDF.

Transaction History

Account Code: AB123
Start Date: 01/23/2020 End Date: 08/23/2020
Found 85 records matching query.

VTR B SPEREEER | Sclect “Transaction Status” to View Transaction Detail.
1. Select the transactions that you want to dispute
2. Click "Initiate Dispute" button to select Dispute Reason,

3. Click on "Dispute” bution.

W Note: MasterCard Transactions that have already been disputed will have a hyperlink to access the dispute in the left column.
Transaction Authorized
Date/Time Amount Transaction
Customer ID Posted Date/Time Posted Amount Merchant Name Status Cardholder Name Card Number
1999999991 BOT12 03/09/2020 01:40:28 1543 032/11/2020 02:43:41 974 MISCELLANECUS FOOD STO Disputed MARY JONES 556735XXXXX3838
5E555555X BOT12 03/09/2020 01:40:28 15.43 031112020 08:43:41 974 MISCELLANECUS FOOD STO Disputed MARY JONES 5EETIEXNNXXNNESEE
38533888 BOT12 03/16/2020 12:26:34 3.30 0316/2020 12:26:34 330 Service Station Disputed JOHN SMITH 556735XXXXXX9999

4. If you have not already, save this document for your records.

b2 COMDATA

Transaction Online Dispute Processing Form e

Dispute ID:  55883888X
Date:  05/16/2020

Account Code: AB123 Customer ID: BOT12

Contact Name: JANE DOE E-mail: JANE.DOE@COMPANY .COM
Company: BUSINESS INC 549 Phone Number: 617-000-0000

Address: Any Strest Fax Number: 617-000-0000

City/ST/Zip: Quincy / MA / 0000

Card Number Customer ID

JOOOOKXMHKKKXBBBS BOT12

Disputed Transaction Listing

Transaction Posted Transaction Number Posted Recon Approval MCC pos ARD
Date Date CB# Amount Amount Code Merchant Name
05/07/2020 05/0872020 327859 554295081276894198299532
12:13:25 06:38:57 CBO0508327859 800.00 £00.00 918343 8641 8 MISCELLANEOUS FOOD

Reason Code: | did not authorize or participate in thisfthese transaction(s)
(By selecting this reason, your card will be blocked, as this would indicate fraudulent activity.)

My card was in my possession at the time of the dispute transaction(s):
[X] Neither I, nor anyone authorized by me, used this card for the disputed transactions listed on this form.

We certify that this information was obtained via a secure website, and is being disputed by the authorized user.
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Dispute Confirmation Email

You will receive a confirmation email for each dispute you submit. See below for an example.
Confirmation emails contain a link to the PDF form and details on your dispute, such as the number of
days to process and reconciliation information.

A MC Online Dispute has been entered for:

Card Token: 222T22A2G2
Card Number: X)X000000 8888

Please use the link provided to view the dispute detail.

https://gaws.iconnectdata.com/forms/PDFServiet?type=disputeMC&seqld=89913355FE&userType=2

- If all required infermation is received timely, you should expect a provisional credit on your account, within 30 days.

- There is a CB reference number assigned to each transaction in your dispute. (see dispute form in link above) You may use that CB
ref# number, and/or "CB" plus the last 10 digits of the card number, for "dispute credit" reconciliation.

- If additional documentation is required to support your dispute, please write the MC Dispute Id number listed on the form, (also
listed in the subject line of this email), on your documentation for proper matching.

***|mportant: Incomplete information may cause a delay in processing your dispute.®**
Please note: This message does not have a valid reply address. Please do not attempt to reply.

To check the status of your dispute, please contact: support@comdata.com

Comdata Confidential and Proprietary 17
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Fraud Dispute Frequently Asked Questions

1. How long do | have to enter the dispute for a fraudulent transaction?
You have 60 days from the bill/invoice date of the transaction to enter a fraud dispute.

2. Why can’t Comdata enter my cardholder’s dispute?
Mastercard regulations require cardholders to certify they did not participate in a fraud transaction.
To ease the process for cardholders, you can act on their behalf and certify that the cardholder did
not participate via the Online Dispute Smart Form in ICD.

3. What information can | use to track my dispute?
Once you enter a dispute in ICD, you will receive a Dispute ID which can be used to identify the
dispute until it is resolved.

4. What communication will | receive after the dispute is filed?
If the merchant represents the transaction, you may receive a progressive letter completed by
Comdata’s dispute department that reaffirms the dispute. If you want to continue with the
dispute, the letter must be signed and returned to Comdata within eight days indicating your
preference to continue the dispute.

5. What if | suspect a cardholder misuses their card and are claiming fraud to cover their tracks?
Comdata’s process allows you to always stay aware of transactions under dispute. This allows full
insight into any potential cardholder misuse in order to reduce potential liability and loss.

6. Should I replace the card which has potential fraudulent activity?
If a cardholder states they have fraudulent charges, block the card and replace it to prevent any
further transaction activity. Your account manager can also assist with the replacement process.

7. What steps should | take after | replace a card?
Replacing a card has several downstream dependencies. The new card must be entered into the
cardholder’s expense management tool. In addition, if a card is replaced it must be enrolled into
the Alerts & Notifications system to maximize Comdata’s fraud prevention tools. You, the Program
Administrator, are best positioned to make these changes and control your program.

8. Can | call the Contact Center to help me with fraudulent disputes?

The Contact Center has the ability to block the card in order to prevent any further fraud charges.
However, the dispute entry and card replacement should be done via ICD.
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Cardholder Identification Data (CID)

When cardholders call Comdata for assistance with their card, they are required to verify their identity.
To do so, they can provide one of the following to the Comdata agent:

e Last 4-digits of Social Security Number

e Date of Birth (month, date, year)

Please note that Comdata agents can help cardholders with only the following information and issues:

e Transaction History

e Card Declines

e General program questions

e Available spend amount

e Reporting a lost or stolen card

e Cash Wallet support
For any information or issues outside of those listed above, the cardholder will need to contact you,
their Program Administrator. As a Program Administrator, you can send this information to Comdata

so we can have it on file for reference. Ask your Comdata representative for a PS14 file, which will
allow you to send us your cardholder’s information.

Comdata Confidential and Proprietary 19




Mastercard™ Multi-Card User Guide s COMDATA

CORPORATE PAYMENTS

Using iConnectData (ICD)

ICD is Comdata’s secure, self-service web portal for performing account management tasks, such as
ordering cards, checking credit availability, running reports, and much more. The features in ICD are
designed to provide self-service account management, which can reduce the need to contact a
Customer Service agent.

See below for a list of pertinent tasks on using your account. For more information on the many
features available in ICD, see the ICD Resource Center.

e Logginginto ICD
e Checking Available Credit
e Performing Codeword Maintenance

e Copying and Deleting Users

e Ordering Virtual Cards for Travel

e Running Reports

e Accessing and Using the Resource Center
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Logging into ICD

Once you receive the Welcome Email, you can sign in to ICD at https://w6.iconnectdata.com/Login/init
and access all of your available features.

1. Enter your assigned user ID, then select Continue. Step 1: Please enter your User ID

L ||UseriD

2. Enteryour assigned password, then select Continue.
Step 2: Enter password for KIOHNSON

Note: It is required that you change your password

as soon as you log in, following these guidelines: _

B | d
e Must be at least 8 characters !Passwm
e Mustinclude 1 number

e Mustinclude 1 uppercase and 1 lowercase letter

3. Select an ImageKey and enter an associated ImageKey caption. The Step 3: Please select an image.
image and caption you specify will display for verification each time Please selast an ImageKey. Thas Imagewil bo
. . .. associated with your account and will be shown each
you log in. Select Continue when finished. time you log into IConnectData, confirming that you are

at the legitimate website.
Note: If the ImageKey and ImageKey caption displayed are incorrect _ .
ae e Cc  EREC S o R

e Wl - W @

on your next login, call Comdata Customer Service immediately.

‘\\\

d

Please enter an Imagekey caption that you will recognize next time you log
in. This caption will be shown with your ImageKey each time you log into
iConnectData, confirming you have reached the legitimate web site. If the
caption shown when you login does not match what you entered here, do not
enter your password, Please call our customer service, a8 you may be ata
fraudulent site.

& ImageKey Caption

Continue
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4. Select and answer three security questions. You will ) )
. ) ) Step 4: Please select three security questions
be presented with one of these questions any time
you log in to ICD from a location not recognized by Please select your first security question B

the system (i.e., logging in from a different

Answer

computer or browser than your standard). Select

Continue when finished.

You will be automatically logged in to the ICD Please select your second security question b

homepage. Answer

Note: You can reset your Security Questions and

Image Key by selecting the user ID drop-down in the

far-right corner of the ICD home page. il ot b it 5
Answer

Continue

5. The message pictured below displays. You should be directed to a new page within 15 seconds. If
not, click the “here” link to proceed.

H COMDATA / iConnectData

Paymreenit inmowvatson

You are being redinected o our enhanced security login portal, If your browser does not automatic ally redinect you, please click here
Flaass bookmark the new login portal for fisture ease of navigation.

6. Enter your ICD username and password. Then, click Sign In.

b= COMDATA

Pyt It

Sign In

Username

RMSOLP

Passwaord

FEEFRRRRIRBR RN

Remember me

Sign In

Meed halp signing in?
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7.

In the Set up multifactor authentication dialog box, select your
preferred method and click Setup. Then, proceed to one of the
sections of this document mentioned below for steps on completing
your selected authentication method:

e QOkta Verify pg. 23
e SMS Authentication pg. 25
e Voice Call Authentication pg. 27

e Email Authentication pg. 28

Okta Verify

1.

Sat up multifBctor authentication

YU COMnpa Ty recuires mvu itifscmor

AUTRE NOCAGSN 1o acd an sdaithenal layer of
seourity when signing i to your acooant

L]

e

Ok Werify
Entar single-use coda from the
ki le agp.

Semp

SMS Authantication
Entar a sirngle-use coda S2nt oo your
ol e phione

Sotup

Vinica Call Authantication
s 2 v T authentcato oy
following woios imstructions

Semup

Email Authonticarion
Enter B weHflcstion code 52T 10 wour
rriail

Semp

If you selected Okta Verify, a Setup Okta Verify window displays. Select your phone type (android or

iPhone).

bz COMDATA

|/ _h"“-\ﬂ
N4

Setup Okta Verify

Selesst ol clevice bype

) iPhone

(% Android

Back o Tactor list
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2. You are prompted to download the Okta Verify app. Download the app from your mobile device’s
app store, then return to this window and click Next. Then, click Open.

I2 COMDATA
0 Okta Verify
— 0 0Okta Inc.

Setup Okta Verify

Selact your deice Type
i

() iPhone

% android

e Download Okta Werdy from the
Google Play Swre onto your mobila

device

Launch the Okta Verify application on your mobile device and tap Add Account.

w

Select Other, which is used for two-factor authentication code for third party services.

o

Tap Scan a QR Code.

6. Use your mobile device to scan the QR code in that now displays in the Setup Okta Verify window.
Your mobile device should display a 6-digit authentication code. Click Next.

b3 COMDATA

e

Sertup Okta Verify
Secain barcoda

ALNCH Likba Versy
.-:'r:ll: -1t aiplaly :.-':l r
= CEACE A
e lect S08d an accoant

i
Sl [0 faaZ Do bl
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7. Enter the 6-digit code and click Verify. Going forward, when asked for the 6-digit code, open the
Okta Verify app to retrieve the code.

b2 COMDATA
()
Setup Qkta Verify

Enter code displayed from the application

Enter Code

{55]

2TETY

Back v fackar list

SMS Authentication

1. If you selected SMS Authentication, an SMS dialog box % COM DATA

displays. Select your country of residence and enter the Pl vt
.--’-'-F- = _\---\.".

/ \

.f \

LY r
\\M_____,,/'

Receive a code via SM5 to authenticate

mobile phone number that will receive authentication
messages. Then, click Send Code.

United States ¥

Phone number

9939-939-1234

Back to factor list

2.  The mobile phone number you entered will receive the following message. A different code displays

each time.

o ICD MFA Verification Code. DO NOT share this
code. We will never call or email to ask for this
code, Your verification code is 066744,
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3. Enter the 6-digit code and click Verify. If you do not enter the code within 30 seconds, a Re-send
code button displays in case the first code was not received.

Note: Do not share this code with anyone. Comdata will never call or email you asking for the code.

b2 COMDATA IS COMDATA

P T] v

j- — --\"“‘. .-".l- ™
LY A}

IIII @ I‘-I II @ II

| |

1 |

\ | ™, g

I"\. x"l e P

e oy

Recelve a code via SMS to authenticate

Receive a code via SMS to authenticate
Hawen't received an 5857 Toe try

again. click Re-send code

United Statas r
United States v
Phone number
| 999-999-9999 Sant I T
“ | §099-099-9999 Re-send code
Entar Code
Emter Codle
694221 694271

4. Once verification completes, the system logs you into ICD.

bg CUM Dﬂm { iConnectData

Fepmenl Iy A

] =]

| o

HOME  MAMSCE = | REPORTIMG FRD =

@ Some f=atures of our websile require 3 separste pags o “pap-up” (Pay on Account, Resmore Cenler), =a that ytu can continss workng, while aco=s=ing othsr irormaticn
af the sams time. *¥ou may wani to disable Pop-Up blockers to get the et resuls

Comdata Mews IED Updaies
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Voice Authentication

1. If you selected Voice Authentication, a Voice dialog window displays. Select your country of
residence and enter your mobile phone number. Then, click Call.

Note: An extension can be entered for a land line.

b2 COMDAT,

Lo e i
Jf.-_.-x‘-\.
xx.,__ —

Fallomw phone call instructions to

authanticate
United State v
PRomne marm ber Extanshon
1 | 599-999-9999

Sack 1o facior fis

You'll receive a phone call at the number entered with the following message: “Hello. Thank you for
using our phone verification service. Your code is ######.” ######H=a randomized 6-digits code. The
phone message will repeat the code again and then end with, “Goodbye.” Take note of the code.

3. Return to the Voice dialog window and enter the code. Then, click Verify.

Note: Do not share this code with anyone. Comdata will never call or email you asking for the code.

(see image on next page)

Comdata Confidential and Proprietary 27




Mastercard™ Multi-Card User Guide s COMDATA

CORPORATE PAYMENTS

b= COMDATA

Follow phone call instnuctions o
authentcate

United States

Phone numibes Extension
1 999-999-9999

Enter Coda

Bachk o factor st

4. Once verification completes, the system logs you into ICD.

H [UM DATA [ iConnectData

Feymeel bncwebon

“® =] =]

HOWE  MANGGE = | REPOATING ™

@ Some f=mtures of our website require a separate page 1o “popgrup” (Pay on Account, Resonce Cenler), so that you can contimee woddng, while aco===ing other information
ab the samss time. “You may wanl to disable Pop-Up blockers to get the best resulls

Comdata Hews ICD Updates

Email Authentication
IS COMDATA
1. If you selected Email Authentication, a Set up Email Authentication A,
window opens. Click Send me the code. 2 Y

Sel up Ermail suthentication

Serc] 3 venfication code o your reglstanad

=il
S 10 f=0107 lier
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2. You will receive an email with the authentication % :
code at the email address you registered with M CDMDATA“ \iConnectData

Birgraert brena

your ICD account.

Note: Do not share this code with anyone. Comdata ICD - Action Required: Confirm your email address
Comdata will never call or email you asking for the
code. Hi RMSOLP,
¥ou are recenving this emm| s we can canfirm tus email address for your account.
Please use the followmg onc-time code o compltc verifving yvour cmail addiess

236600

IE you believe you bave recemved this emml m ervoc, please reach out 1o yous Customer

Euslations associme.
3. Return to the Set up Email Authentlc.atlon window and enter the 6-digit % COMDATA
code from the email. Then, click Verify. e Ve
RN
f \
I\\ [~—<] )
e /J;

Set up Emall Authentication
A verification code was sent to

R...P@GMAIL COM. Check your email and
enter the code below.

verification code

236600

Back 1o Bcior 51

4. Once verification completes, the system logs you into ICD.

ﬁ CUM DﬂIﬂ / iConnectData

Feymeel b

@ Some: festures of our websile require a separste page 1o “papup” (Pay on Account, Rescuce Center), o that you can continues working, while aco=ssing other irfrmation
at the samss time. "You may wanl to disable Pop-Ug hiockers to get the best resulls

Comdata Hews ICD Updates
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Logging in After Multi-Factor Authentication Setup

The next time you log in after setting up multi-factor authentication, the system uses your selected
authentication method.

1. Access the ICD Login page and enter your Step 1: Please enter your User ID
used ID. Then, click Continue.

X ||UserlD

2. Aredirect page displays the message below.
Note: Please note the following:
o If the system does not redirect you after 15 seconds, use the “click here” button to access the

new log in page.

e Once you are registered for ICD MFA, change your ICD bookmark to the following URL:
https://w6.iconnectdata.com/icd-auth. If you log into ICD with your current device (IP address),
you will not be required to enter a new 6-digit code for 12+ hours.

e If you attempt to log into ICD with a difference device (for example, mobile), you must follow
the same MFA process when you registered.

” COMDATA / iConnectData

Payment Innovation

You are being redirected to our enhanced security login portal, If your browser does not automatically redirect you, please click here
Flaase bookmark the new login portal for future ease of navigation.

3. Enter your ICD username and password. Then, click Sign In.
¥< COMDATA

Note: Select Remember me to prompt the system to retain your

username for future logins.
Sign In

Lisarmarmae

Passwornd

fmmember e

Mend help signing in
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4. The dialog box for your selected authentication method displays. Follow the steps mentioned in
section on your authentication method (see page 21).

5. Once you receive the single-use code, enter the code in the dialog box. Then, click Verify Code.

Note: A checkbox displays with the message, “Do not challenge me on this device for the next 15
minutes”. Select this checkbox to prevent the system from using the authentication log in method
on your current device for the next 15 minutes.

6. Once verification completes, the system logs you into ICD.

pg com Dﬂ!ﬂ { iConnectData

Fegmenl I

@ Some festures of our websile require 2 separate page 1o “popup” (Pay on Account, Rescuce Center), o that you can conbinues working, while aco===ing other imfrmation
at he sams time. ¥y may wani to disakda pCIP-U.'I hiockers o get the basl resulls

Comdata Mews IED Updaies
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Retrieving your Login Information

If you forget your ICD user ID or password, you can easily retrieve them by selecting one of the
following options on the ICD Login page: Forgot User ID? or Forgot Password?.

Retrieving your Password

Follow these steps if you forget your ICD password:

1. Click Forgot Password? from the ICD Login page.

I COMDATA

SignIn
Username
RMSOLP

Passwword

2. The Reset Password dialog box opens. Click either Reset via SMS or Reset via Email. Reset SMS can
be used only if a mobile phone number is associated with your ICD user profile.

b2 (OMDATA

Reset Password
Ermail ar Usermanms
RMSOLP

CMS can ondy be usad if a mabile phone rumbar

AL besen configunen

Resat via Ermail

Back to Sign In
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3. If you clicked Reset via SMS, a verification code is sent to your selected option. Enter the code in
the Enter Code field, and click Verify.

Note: If you clicked Reset via Email, skip to step 8 on page 35.

2 COMDAT

- S ——

Enter varification code sent via SMS

Enter Code
|
31103 '_| Ro-sorx] codo

Rl F:.l'

CHefnT retenye 3 oooe™ Hesel g ermarl
Back 13 Sl I

4. If verified, you must answer one of your security questions. Enter your answer, and click Reset
Password.

2 COMDATA

Fyei e o

Angwer Forgotten Password Challenga

Wihat was the namse of your first peg?

L T

Riisnt Passesand

Comdata Confidential and Proprietary 33




Mastercard™ Multi-Card User Guide s COMDATA

CORPORATE PAYMENTS

5. Inthe Reset your Password dialogue box, enter your new password in the New Password and
Repeat Password field. Then, click Reset Password.

I COMDATA

Reset yoair passuward

Meray passaml

(EEEEEIS SRS S L]

Repeat passaand

ELEETTIS TR T

6. A new verification code is sent via SMS. Enter the code and click Verify.

b= COMDATA

LS Authentbcathon

O WK WTRAS

Entar Coca

Sigm Cut
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7. You are now logged into iConnectData.

Bﬁ‘ CUM DA.TA [ iConnectData

Feymeel bncwebon

ﬂ Some f=stures of our websie require 8 separate 1o "poprup” (Pay on Account, Rescence Center), =0 that you can contims= woddng, while aco===ing oth=r information
q i o . e et i ¥ 3 g
af the sams time. ““¥ou may wan to disabis Pop-Up blockers booget tha hasl resuls

Comdata Hews ICD Updates

8. |If you used the Reset by Email option, a confirmation window displays. The email associated to
your ICD user profile should receive a message from Comdata.

I COMDATA

=rrd Erwnesimr

Emiail semt!

Email has bean sent 1o RMSOLF with
IMELFUCTROMNS O FESETIing your pacssword.

Back to Sigrn In

9. Open the message and click Reset Password.

Comdata - ICD Password Reset Requested

Hi RMSOLF

A pasivwdrd ieisl redps] was etk TS poin 100D aittardl 1T i &S dl maks s
request, please conlact your sysiem adminsiestor mmedistely

Click this link To neset Thee paaswond for your usermame, RMSOLP

1 yods Eapenenie difiouiies S00essing yolr Scooum, send & halp request 1o
CudlrsT Relaliong siehiiale
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10. Answer your security question. Then, click Reset Password.

b2 COMDATA

Answer Forgotten Password Challenge

What was the narme of your first pet?

IEE

11. In the Reset your Password dialogue box, enter your new password in the New Password and
Repeat Password field. Then, click Reset Password.

b COMDATA

Aesed your passward

Hew pessward
LIPS R ER R )
Fepaat passesond

T *

12. A Verify with Email Authentication window opens. Click Send me the code.

IS COMDATA

e

Verify with Email Authentication

Send a verification code to R.._P@GMAIL COM
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13. Check your email for a message from Comdata which contains a verification code. Enter the
code in the Verification code field in the Email Authentication window. Then, click Verify.

F2 COMDATA

Verify with Email Authentication

A verification code was. sent 1o
R_. FEGMAIL CO8_ Chack youw email and
entar the code below

Varification code

GEFLE0

o not chalisnge me om this device for the

neat 1S minues

14. You are now logged into iConnectData.

ﬁ com Dﬂm ! iConnectData

ezl b

@ Some f=stures of our websile require & separste page 1o “pop-up” (Pay on Account, Resmance Center), =0 that you can conbinus workdng, while aco==sing othsr imormation
af the sams time. *¥ou may wani to disable Pop-Up blockers to get the et resuls

Comdata News IED Updaies

Comdata Confidential and Proprietary 37




Mastercard™ Multi-Card User Guide s COMDATA

CORPORATE PAYMENTS

Retrieving your User ID

Follow these steps if you forget your ICD user ID:

1. On the Sign In dialog box, click Need help signing in? > Forgot Username.

b COMDATA

CiggE Im

Ll e ey

B isvecird

2. Enter your email address, first and last name in
User ID Request
the fields provided. Then, click Continue.

You should immediately receive an email Please provide the following information:

message titled Forgot User ID?, which contains
Email Address

your user ID.

First Name

-

Last Name

-
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Checking Available Credit

The Available Credit Information function enables you to see your total credit limit for your account(s)

and the remaining credit available for use. The available credit reflects only amounts that

posted to your account.

have been

Note: This information is for review only; do not remit payment based on the account balance shown.

You will receive an invoice for payments due.

1. Onthe ICD home page, click the Credit Summary tab.

E COMDATA/ iConnectData &LVOOTPP | -

Payment Innovatian

L =] ] Q 5§ ] @

& Quick Access | ¥

HOME MANAGE ™ REFORTING ™ FIND ™ PAYMENT CENTER ™ RESOURCE CENTER HELP ¥

@ Some features of our website require a separate page to "pop-up” (Pay on Account,
Resource Center), so that you can continue working, while accessing other information at the QUICKLINKS
same time. ““You may want to disable Pop-Up blockers to get the best results.

I W

Comdata News ICD Updates

o,
@

Card Maintenance

News and Nofific ations
~—m
2

Corporate Dashboard

2. Enter your account code and
Comdata News ICD Updates Credit Summary

click Retrieve balances. The

page will refresh to display your

current credit information. Account Code: ﬂmc‘lBD 7 Retrieve balances n

Hover your cursor over each

Select My QuickLinks

FleetAdvance

question mark for more @ Credit Limit (2] % Account Balance (2]

information on each field $2,000,00000 $1 ,91

displayed.

993096

© Available Limit 9 © Last Deposit Amount 0

$80,469.44 $4,44

4.00

£ Last Deposit Date 0 @ Current Day Activity 0

02/28 $0.00

€ Prefuth Amount e © Unbilled Amount 9

$0.00 $0.00
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Performing Codeword Maintenance

A codeword is a second tier of security beyond your user name and password. Codewords are assigned

to only company representatives with authority to make changes in your account beyond normal

maintenance, such as ordering cards.

At the time of account setup, provide your Comdata Implementations Specialist with a list of users and

their access levels for codeword assignment. Ongoing codeword additions and changes should be

made by an authorized representative, such as your program administrator, using the Codeword

Maintenance feature. Note that you can apply multiple codewords to a single customer ID.

1. Onthe ICD home page, in the upper right corner above QuickLinks, select User ID drop-down >
CodeWord Maintenance.

2.

& QASUPER = ~

User Administration

2] codeword Maintenance
5 -5
ER ELF-SERVIC My Profile ,h

Reset Security Questions

QUICKLINKS

The Codeword
Maintenance page
displays; select a
different account
code or customer ID,
if necessary.

Reset ImageKey

Select My QuickLinks

Codeword Maintenance

Account Code:

Customer 1D:

Codeword:

Last Name:
First Name:

Mi:

City:

State:

Email Address:

Status:

Office Phone:
Home Phone:

Cell Phone:
Additional Phone:

™ Quick Access | ™

MC180 - MASTERCARD REGRESSION INC

20015 - MC REGRESSION STANDARD CUST

NOTE: Please be aware that if you delete a codeword, it will affect the user's card maintenance.

Codeword Maintenance:
Express Cash per XTN Limit:
Express Cash Daily Load Limit:
Express Cash Amt Load Today:

Special Instructions:

Oves OnNo

Exp Check

XTN Limit:
Daily Limit:
Daily Used:
Last Used:

Comdata Confidential and Proprietary
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Maintenance:
Inquiry:
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3. Enter the codeword for the user whose access you want to edit, then click Display.

Account Code: MC180 - MASTERCARD REGRESSION INC [v]

Customer ID: 20015 - MC REGRESSION STANDARD CUST [~]

Codeword: QATEST

‘ Display | |

4. The page refreshes and displays information matching the codeword.

Codeword: QATEST

[ vpiy ] vsortot ]| Usercess | provous | et |

A

Last Name: Status:

First Name: Office Phone: £15-370-1000

MI: Home Phone: £15-444-1212

City: BRENTWOOD Cell Phone: 000-000-0000

000-000-0000

State: ™ Additional Phone:

JMIAHECOMDATA.COM
[rao

OTE: Flease be aware that if you delete a codeword, it will affect the user's card maintenance.

mail Address:

Express Check
Codeword Maintenance: @ ves (U No XTN Limit: 500 Issuance: ®vyas (INp
Express Cash per XTN Limit: 0 UNLIMITED Daily Limit: | 541 Maintenance: (®vyes O No
Express Cash Daily Load Limit: Daily Used: 0 Inquiry: O yes ®Ng
Express Cash Amt Load Today: Last Used: 01/01/01 Invoice: @ vyes ONo
Special Instructions: Administration:  Ovyes ®Np

A. A list of viewing options you can perform for the selected codeword. Options include:

e Display: Enter a new codeword and click Display to view its information.

e User List: Displays a list of all codewords assigned to the selected customer ID. The list
displays each user’s full name, codeword status, and office/home telephone number.

e User Access: Displays all accesses and limits granted to the codeword; edit accesses and
limits as necessary.

e Previous and Next: Use these buttons to view the previous or next codeword assigned the
customer ID.
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B. The next section displays details on the user assigned to the codeword. Click Add if the
codeword information has not been applied, Delete to remove the codeword assignment to
the customer ID, Copy to copy the details to another customer ID, or Update to save any
changes you made on this page.

C. The bottom section allows you to set limits on the codeword for the assigned customer ID.
Options include:

e Codeword Maintenance: Select Yes to grant the ability to add or delete other users and to
grant access/set limits for other users.

e Express Cash per XTN Limit: Enter the individual Express Cash transaction limit for the
selected user.

e Express Cash Daily Load Limit: Enter the Express Cash daily load limit for the selected user.
e Express Cash Amt Load Today: Displays the Express Cash load amount for the current day.
e  XTN Limit: Enter the Express Check transaction limit.

e Daily Limit: Enter the Express Check daily limit.

e Daily Used: Displays the amount used of the daily limit.

e Last Used: Displays the date Express Check was last used.

e |ssuance, Maintenance, Inquiry, Invoice, and Administration: For each item, select Yes to
grant the selected user the ability to perform these actions. Select No to remove the
ability.

e Special Instructions: Enter any notes or instructions on the codeword.

Note: If the incorrect codeword is applied to a customer ID, users assigned to the codeword
will be restricted from several features in ICD, such as editing cards in Card Maintenance
and using the Credit Summary dashboard. Use Codeword Maintenance to determine which
customer ID has the wrong codeword applied. You will need to contact Comdata to retrieve
and apply the correct codeword.
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Copying and Deleting User Profiles

As an ICD Administrator, you have the ability to copy and delete user profiles from your account
structure. Copying allows you to create a new user profile based on the details from an existing profile.

1. On the ICD home page, in the upper right corner above QuickLinks, select User ID drop-down >
User Administration.

& QASUPER | -

User Administration
CodeWord Maintenance
My Profile

Reset Security Questions
Reset Imagekey

2. The Copy User page opens.

(< hide sidebar )
COPY USER / CHOOSE EXISTING USER

& User Admin
Gopy User From To-
Delete User Search for a User o Type New User ID

NEW USER ACCOUNT INFORMATION / ENTER NEW USER INFORMATION
First Name *
Last Name *
Email *

Calln@ [J

o

To copy a user, complete the following:

e Enter a user ID in the From (existing user) and To (new user) fields.
e Enter the new user’s first and last name, and email address.

e Select the Call In check box to allow the new user to call Comdata to make account changes.
The check box will prompt you to enter a codeword for the new user.

e C(Click Create User when finished. You should receive a success message upon completion.

Comdata Confidential and Proprietary 43




Mastercard™ Multi-Card User Guide

b= COMDATA

CORPORATE PAYMENTS

Note the following when using the Call-In check box:

o Always select the Call-In check box when copying a user to avoid codeword issues.

e If the From user does not have a codeword setup or all their codewords are incorrect on their

customer IDs, the following warning message will display if Call-In is selected: “User (to user)

has been created, however (to user) will not get call-in access as (from user) does not have

call-in access.”

e If the From user only has codeword access on one or some of their customer IDs, and Call-In is

selected, the To user will have codeword access to only the same customer IDs as the From

user. A standard success message will display as this is not considered partial success.

3. When finished, click Create User.

COPY USER / CHOOSE EXISTING USER

From * Existing User ID To*

QATESTER O TESTTESTER
NEW USER ACCOUNT INFORMATION / ENTER NEW USER INFORMATION
First Name *  Test
Last Name * | Tester
Email*  test@comdata.com
calin@ M

Codeword* | QATEST

Mew User ID

A message displays confirming the user profile was created. You will receive an error message if the

user ID already exists or if you did not complete the required fields.

User [TESTTESTER] has been created.

COPY USER / CHOOSE EXISTING USER

From* To®
Search for a User e Type New User ID
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4. To delete a user profile, select Delete User from the left-hand menu.

(< hidesidebar )
DELETE USER
& User Admin =
Copy User User ID*

Delete User vb Enter a Username
Delete User Cancel

5. Enter the user ID, then click Delete User.

DELETE USER

User ID* Select User ID

TESTTESTER

‘ Delete User Cancel

6. You will be prompted to confirm your action. Click OK in the pop-up window.

Messsgefromwebpage x|

@ Are you sure you wish to delete this user?
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7. A message displays confirming deletion of the user profile.

User [TESTTESTERR] has been deleted.

DELETE USER

UserID* [Seiect ser 0

Enter a Usermame

Delete User Cancel
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Ordering Virtual Cards for Travel

As a Comdata Mastercard Multi-Card user, you have the ability to issue virtual cards — one-time use,
electronic, card numbers — for travel related expenses. With Virtual Card for Travel (VCT), you can
quickly pay for purchases in the travel industry, such as hotel rooms, airline tickets, and car rentals.
Use this feature to simplify and quicken your booking and travel process.

For access to VCT, contact your Comdata representative.

Key benefits include:

e Streamline reconciliation when booking travel as only one card number is tied to one transaction
e Send exact payment amounts instead of estimates or guesses

e Resend fax authorizations if one is lost or not processed

e Increase security and reduce exposure to fraud or misuse

e Improve compliance by applying controls on the card that are in line with your company’s travel
policy

e Allow the travel agency to request additional card numbers

e Fully integrate with leading business travel resources and networks, such as: global distribution
systems, Sabre, Amadeus, Travelport, TMC networks, American Express Global Business Travel, BDC,
CWT, HRG

This section will instruct you how to:

e Set up a Virtual Card for Travel Order

e |Issue a Virtual Card for Travel
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Set up a Virtual Card for Travel Order

To issue a virtual card for travel expenses, you will need access to ICD. Once you receive access and are
logged in, you will need to modify the information fields necessary to issue a virtual card. This enables
you to customize the virtual cards to adhere to your company’s requirements, such as limits by
merchant groups, invoice details, and discretionary data.

1. To access the Virtual Card Setup page from the ICD menu bar,
select Manage > Virtual Card Setup Option.

= ]

MANAGE ™ REPORTING ™ FIN

Virtual Card Setup Option ‘b
Mew Card Order

Cards

Card Maintenance
eCash/Cash Wallet

Card Alerts Manager TRY ME!
Transactions

Company Profile

2. Select an account code and customer ID for issuing virtual cards. Then, click Continue.

VIRTUAL CARD / SETUP OPTIONS

Account® Customer ID*

Select Account... - Select Customer 1D, .. -

o] coume® ]

Note: If you have a large amount of customer IDs, you may be prompted to type in your account
code and customer ID. Typing in the search field functions as a keyword search, so you can enter as
few as three characters to pull matching results.

3. The Virtual Card Setup page opens, displaying three sections of information fields that you can
make optional or required when issuing virtual cards: Invoice Detail, Merchant Categories,
Fleet/Maintenance Fields.

Complete the fields as necessary and select Save All Fields at the bottom of the page, or select
Reset to clear all changes. See the next page for field descriptions.

Note: If you make changes on this page after a virtual card has been issued, they will be applied to
existing cards when they are retrieved for editing. For example, if you change the option Invoice
Due Date to required, users will be required to add the invoice due date to any existing card opened
for editing.
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Invoice Detail Fields

These fields are specific to the vendor’s invoice. Select a check box in the Display column to display the
field on the Virtual Card Order page or select a check box in the Required checkbox to make it
mandatory. You can also edit the field name (label) in the Change Label to column as needed. Note
that you will receive an error message if you duplicate field names.

Note: If your account is set up for virtual card for travel (VCT), some field labels in the Change Label to
column will default to a specific name. Each defaulted field is noted in the table below.

INVOICE DETAIL FIELDS

Display Required Change Label to:
First Name First Name
Last Name Last Name
Vendor Invoice Number 7] o Vendor Inveoice Number
Vendor Number 7] o Wendor Number
Vendor Name 7] o Vendor Name
Virtual Card Invoice Number 7] o Virtual Card Invoice Number
Payment Number 7] o Payment Number
Invoice Due Date 7] o Invoice Due Date
Location Code 7 O Location Code
Invoice Date 7] o Invoice Date
Assign GL Codes 7] o Assign GL Codes
GL Validation m] GL Validation
Invoice Comments 7] o Invoice Comments
Payment Date 7] o Payment Date

Field ‘ Description

First Name First name of payee. This field is required and cannot be hidden. Defaults to Traveler
First Name.

Last Name Last name of payee. This field is required and cannot be hidden. Defaults to Traveler
Last Name.
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Field ‘ Description

Vendor Invoice Number

This field can be used for any discretionary data you want to make optional or
required with a card. Defaults to Confirmation Number.

Vendor Number

The number assigned to the vendor in the accounting system for the selected
customer ID. This field can be used for any discretionary data you want to make
optional or required with a card.

Vendor Name

Used to enter the full name of the vendor being paid. Also can be used for
discretionary data you want to make optional or required with a card. Defaults to
Hotel Name for VCT orders.

Virtual Card Invoice
Number

Invoice number for which the virtual card is issued.

Payment Number

Vendor-assigned number for the invoice being paid

Invoice Due Date

Date payment is due to the vendor. Defaults to Check In Date for VCT orders.

Location Code

5-digit alphanumeric code associated with the vendor’s location

Invoice Date

Similar to Invoice Due Date, this field can be used for any discretionary data you
want to make optional or required with a card.

Assign GL Codes

Includes a table for assigning up to four GL codes with each virtual card.

Invoice Comments

Select this option if you want the user issuing the virtual card to add comments
related to the invoice. Defaults to Comments for VCT orders.

Payment Date

Similar to Invoice Due Date, this field can be used for any discretionary data you
want to make optional or required with a card. Defaults to Check Out Date for VCT
orders.
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Merchant Categories

This section allows you to determine which MCC groups are available for the virtual card. Your
selections here will display on the Virtual Card Order page. When the issuer of the virtual card accesses
the Virtual Card Order page, they can apply or disallow your selected MCC groups as needed. Select
Open for any Mastercard Location to make all MCC groups available for selection.

Merchant Categories

Display
Open for any MasterCard Location
Business Services Group
Financial Group
Fuel Group
Legal, Insurance Group
Maintenance Only Group
Medical Group
Miscellaneous Group
T & E Group, Airlines
T & E Group, Hotels / Motels
T & E Group, Misc. Transportation
T & E Group. Rental Car
T & E Group, Restaurants
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Fleet/Maintenance Fields

If you plan to issue virtual cards to pay vendors for fleet related expenses, select the appropriate fields
below. You can set each field as optional or required and edit the field name (label) in the Change
Label to column as needed.

Fleet/Maintenance Fields

Display Required Change Label to:
PO Number ~ F PO Number
Vehicle Number v ~ Vehicle Number
Repair Order Number I v Repair Order Number
Warranty Report ~ F Warranty Report
Warranty Period v v Warranty Period
Misc. Costs v ~ Misc. Costs
Total Labor Costs I v Total Labor Costs
Total Parts Cost = F Total Parts Cost
Total Tax Cost = = Total Tax Cost
Description Comments ‘
PO Number Purchase order number for the virtual card transaction
Vehicle Number Vehicle ID of the vehicle receiving service

Repair Order Number | Vendor-assigned number if the virtual card is being issued for repairs

Warranty Report Used to indicate whether the product or service being purchased includes a warranty.
If so, the user will need to enter the warranty type in this field.

Warranty Period Used to enter the duration the warranty is valid.

Misc. Cost Used to specify miscellaneous costs for the virtual card; this option is generally used
along with the Total Labor Costs, Total Tax Cost, and Total Parts Cost fields.

Total Labor Costs Used to specify labor costs for the virtual card; this option is generally used along with
the Total Parts Cost, Total Tax Cost, and Misc. Costs fields.

Total Parts Cost Used to specify total parts cost for the virtual card; this option is generally used along
with the Total Labor Costs, Total Tax Cost, and Misc. Costs fields.

Total Tax Cost Used to specify a total tax cost for the virtual card; this option is generally used along
with the Total Labor Costs, Total Parts Cost, and Misc. Costs fields.
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Issue a Virtual Card for Travel

The one-off virtual card feature in iConnectData (ICD) allows users to order virtual cards for purchases
in the travel industry, such as hotel rooms, airline tickets, and car rentals. Use this feature to simplify
and quicken your booking and travel process.

Note: Virtual cards can be issued only on a one-by-one basis through ICD’s Virtual Card Order.

1. On the ICD menu bar, select Manage > New Card Order.

= fas] C
MANAGE ¥ | REPORTING ™ | FIN

Virtual Card Setup Option

Cards ‘b

Card Maintenance

eCash/Cash Wallet

Card Alerts Manager TRY ME!
Transacticns

Company Profile

2. Select an account code and customer ID set up to use virtual cards for travel purchases.

CARD ORDER /ACCOUNT INFORMATION

Account Customer 1D

| VIRTUAL CRD BUYER APS... v | | Select Customer .. v |

e ] e

3. The Virtual Card Order page opens. Complete each field as necessary; the fields displayed below
are default for VCT orders. Your program administrator may change some field names depending

on the order’s purpose. For example, Airline Name might replace the Hotel Name field for an
airline purchase.

(see image on next page)
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VIRTUAL CARD ORDER /ACCOUNT INFORMATION

Account Customer |D

WIRTUAL CRD BUYER APS. PS20 TEST SITE 1- PS20Q

CARD ORDER / VENDOR INFORMATION

Hotel Name *

Traveler First Name * Traveler Last Name * Amount for this Card
VirtualCard 0.00
Expiration Date Number of Transactions Amount must be exact?

= a
Send Email Send Fax
B ]
Confirmation Number * Check In* Comments * Check Out*

8 8

Gross Amount Discount Amount Net Amount

0.00 0.00 0.00

Note the following fields:
e Amount for this Card: Displays the value from the Net Amount field, the total amount for the
virtual card. The net amount must be greater than $0.00.

e Expiration Date: Select the date the virtual card will expire.

o Number of Transactions: Enter the number of transactions allowed on the card (must be
greater than 1). For hotel transactions, must equal number of days stay.

e Amount must be Exact: Select if the virtual card will be authorized for a single transaction and
you know the exact amount. Deselect if the virtual card will be authorized for more than one
transaction and you do not know the exact amount, otherwise it will not exceed the amount
assigned.

e Send Email/Send Fax: Send the remittance advice to the receiving merchant as either a fax or
email. Both options can be selected at once, however, hotel transactions require a fax.

e Comments: Enter any comments the receiving merchant needs to see. For example, “A room
with a view of the harbor”.

e Gross, Discount, Net Amount: Gross Amount refers to the total amount on the card before
any discounts are applied, Discount Amount refers to any negotiated discounts with the
receiving merchant, and Net Amount refers to the total amount on the card after any
negotiated discounts.
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4. Scroll down and click one of the sliders to either open the virtual card for all Mastercard accepting
locations or lock it down to specific Mastercard Category Groups (example: hotels, motels,
restaurants, etc.). This feature is useful in preventing receiving merchants from using the virtual
card for unintended purposes. When finished, click Submit.

Select Merchant Limits

Open for any MasterCard Location

NO

Open for a MasterCard Group(s)
YES .

BUSINESS SERVICES GROUP FINANCIAL GROUP FUEL GROUP

LEGAL, INSURANCE GROUP MAINTENANCE ONLY GROUP MEDICAL GROUP

MISCELLANEOUS GROUP T & E GROUF, AIRLINE 5 T & E GROUP, HOTELS /
MOTELS
T & E GROUF, MISC_ T & E GROUP, RENTAL CAR T & E GROUP, RESTAURANT 5
TRANSPOHTATION

Resend Fax or Email Remittances

If you need to change or resend a fax or email, you can do so from ICD’s New Card Maintenance. This
feature is useful if a vendor cannot find a fax and/or email.

1. Loginto ICD and select Manage > Card Maintenance.

= and

MAMAGE ™ REPORTING ™ Fl

Virtual Card Setup Option

Mew Card Order

Cards

elCash/Cash Wallet

Card Alerts Manager TRY ME!
Transactions

Company Profile

Comdata Confidential and Proprietary 55




Mastercard™ Multi-Card User Guide s COMDATA

CORPORATE PAYMENTS

2. Use the search field to locate a virtual card set up for VCT. You can search by any of the virtual
card’s attributes (card number, customer ID, account code, etc.). Click on the card in the search
results to open its details.

[ < hide sidebar

556766 a T

[[] Select Al Showing 200 of 360423

SMITH, VIRTUALCARD
222G39F2P2

NSA

5BBT BEXX XXXX 2712

BURN, TERI

5567660042626213
MIA
BEET BEXX XXXX 6213

He . Be-

3. The virtual card’s details open. Click Resend Remittance to resend an email or Resend Fax to
resend a fax remittance. The merchant that received the virtual card will receive the resent
remittance advice.

Note: Click Edit to change the email address or fax number. If you change one of these values, you
must resend the remittance advice.

BASIC INFORMATION Edit 3
CARD NUMBER ACCOUNTID
BEBTEEXXXXXX2712 VCTTT
CUSTOMER ID CUSTOMER ID DESCRIFTION
Ps200Q PS20 TEST SITE1
NAME LASTACTIVITY DATEMTIME
VIRTUALCARD SMITH Net Available
STATUS EXPIRATION DATE
Active @ Move Card 10/2016
CvC2
24
REMITTANCE EMAIL FAX MUMBER
jcarter@comdata.com 6153707399
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Example Email Remittance Advice

CREDIT CARD AUTHORIZATION FORM

AP BUYER COMPANY NAME P5200Q

123 AP BUYER ADDR Q SUITE PS200Q
APBUYERCITY, TN 37999

(615) 370-7000
QACOMDATAAPBUYER1@COMDATA.COM

Hotel Information

Hotel Info: Fairfield Inn Mew Bedford MA Confirmation #; 997756
::3 Check-Out: 02302016

Guest Name(s):

Check-In: 08/25/2016

Comments: A room with the view of the harbor

OT.048 Tass K 1% W icasnd, sand Lo 0. Boa 1848 Brantwosd, TH 37034

ki COMDATA

CORPORATE CARD

5567 Bbxx xxxx 852y

(3 s PN
Cardholder Services 855-823-8859
Servicios de Cuentahabiente  855-823-8855

Mastercard
Fi COMDATA

AL R

ey 09716

i

You are required to debit the card above according to the following restrictions, including all applicable
taxes;

Room Cost: 1200.00

Payment Restrictions:

REGRESSION TEST GROUP 1

Comdata Confidential and Proprietary 57




Mastercard™ Multi-Card User Guide s COMDATA

CORPORATE PAYMENTS

Example Fax Remittance Advice (required for hotel transactions)

Page 1
To: From: advisory, payment
Fax: 6153707211 Fax:
Company: Voice:
Date: August 07, 2016
Subject:  Virtual Card Travel Booking from Ap Buyer Company Name Ps20q
Comments:

Page 2

b2 COMDATA

Payment Innovation

CREDIT CARD AUTHORIZATION FORM

AP BUYER COMPANY NAME PS200Q

123 AP BUYER ADDR Q SUITE PS20Q
APBUYERCITY, TN 37959

(615) 370-7000
QACOMDATAAPBUYER1@COMDATA.COM

Hotel Information
Hotel Info: Fairfield Inn New Bedford Confirmation #: 856777

Check-Out: 08/23/2016
Ph:

Travel Agency
Fax: (615) 370-7211

Guest Name(s):  JIMI HENDRIX Booking Agent:

Check-In: 081972016 Comments: Get a reom wiht the view of
the harbor

1 Boun. seest 0 P Da. 1840 Brartwoos, TH 37028

3 COMDATA

CORPORATE CARD

600 0000 0000

- ™ 8558238859
= 00/16 oS aha 238859

JIMI HENDRIX ¥ COMDATA Usroe i

You are required to debit the card above acecording to the following restrictions, including all applicable taxes;

Room Cost: 1200.00
Payment Restrictions:

REGRESSION TEST GROUF 1
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Displaying Real-Time Transaction History

Real Time Transaction History allows you to view authorized, posted, and declined transactions on
your account for all transactions. In addition, you can also view specific information in regards to a

decline and get simple solutions to fix the cause of the decline in many cases.

1. Access the Real Time Transaction History page (Manage > Transactions).

=~ Quick Access | 7

2 COMDATA /i =
h / iConnectData
Payment Innovation
a =] ] o} 3 &8 2]
HOME MANAGE ™ REPORTING ™ FIND ™ PAYMENT CENTER ™ RESOURCE CENTER HELP ™
New Card Order
O Som Card Maintenance le page to "pep-up” (Pay on Account, Resource Center), so
that you Cards fer information at the same time. **You may want to disable QUICKLINKS
Pop-Up t
Fleet Assets

Comdaty Company Profie | “'_J
Card Alerts Manager TRY ME! Corporate Dashboard

Compliance Tools News and Notifications

TMR Individual Transaction Price
Detail

2. Select Real Time Transaction History.

I < hide sidebar

Select My QuickLinks

Transaction Listing

MANAGE TRANSACTIONS

MANAGE TRANSACTIONS

Select an option from the left-hand menu.

Real Time Transaction History @
Transaction Activity Reporting

Settlement by Date Range

Comdata Confidential and Proprietary

59




Mastercard™ Multi-Card User Guide

b= COMDATA

CORPORATE PAYMENTS

3. Complete each field on the Transaction History page, then click Submit.

Note: Click Download to save an Excel spreadsheet of your search results.

Account Code: Enter your 5-
digit Comdata-assigned account
code.

Customer ID: Select one or
more customer IDs, or use
Select All to include every
customer ID under the selected
Account Code.

Search By: Narrow your search
results by one of the provided
values. For example, select Card
Number to display only
transactions that fall under a
card of your choosing. Or select
Dispute ID to display all
transactions associated to a
specific dispute ID.

Search Value: Enter the value
related to the Search By value.
For example, if you selected
Card Number, enter the full 16-
digit card number here.

Transaction Status: Used to
display only transactions with a
specific status.

Hold Ctrl on your keyboard

Transaction History

Account Code:
Customer ID:

Search By:

Search Value:

Transaction Status:

Sort By:

Date Type:

Start Date:

End Date:

to make multiple selections. Options include: Authorized, Posted,

Declined, Credit, Disputed.

Selectall =~ Haold the Ctrl Keay

for multiple selections.

® EmployeaMehicle Number

O card Number O Card Token
OlLastName O First Name
Opriverid O Dispute I1d

Al -
Authorized
Posted
Declined
Credit =

........

Hold the Cirl Key
for multiple selections.

® Transaction Date O Posted Date

* Choose sort order.

® Transaction Date
O Posted Date

2020 w| [
2020 v| [

D8 w 17w

* Diate ranges are limited to 150 days.
* Earliest start date i= D4M17/2018.

[ suomit Ji Rosot )} Downioad |

Sort By: Sort transactions in the report by their transaction date or posted date.

Date Type: Select Transaction Date to display all transactions or Posted Date to display only

transactions that have posted.

Start Date/End Date: Select the date range of transactions (limited to 45 days within the

previous 180 days).
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4. The Transaction History report displays based on the values you entered in the query.

Note: Additional fields will display if you download an Excel spreadsheet of the Transaction History.

Transaction History

Account Code: MC180
Start Date: 01/01/2020 End Date: 06/17/2020
Found 46 records matching query.

e ——— swesmmwmm ¢ Select Transaction Status” to View Transaction Detail
Retum fo Query m LSl - Transaction Dispute Process.
1. Select the transactions that you want to dispute
2. Glick "Initiate Disputs” button to select Dispute: Reason
3. Clitk on "Dispute” button
Note: MasterCard Transactions that have already been disputed will have a hyperlink to access the dispute in the left column.

Transaction Authorized Original
Date/Time Amount Transaction Transaction
Customer ID Posted Date/Time  Posted Amount Merchant Name Status Cardnoider Name Card Number Card Token mMcc Amount Currency Code

72015 01/06/2020 07-56:51 5208 01/08/2020 07-56:51 5293 GAS PUMPS Posted JOHN SMITH BE6T3EXNNX 4943 2027227272 GONP uso

72015 01/06/2020 09:22:07 0.00 01/08/2020 09:22.07 0.00 GAS PUMPS Authorized JOHN SMITH 556T3IEXNNNNX4943 2227222272 CDNP usp

72015 01/08/2020 09:24:43 3077 01/08/2020 09:24:43 3077 MISCELLANECUS FOOD STO Posted JANE DOE 556735)X000XXX4948  8B8T85Z8TS GDNP usp

72015 01/08/2020 09:28:59 0.00 01/08/2020 09:28:59 0.00 MISGELLANEQUS FOOD STO Autherized JANE DOE 556735X00XXXX4943  B838T85ZETS CDNP usD

698717291 MCREG 03/09/2020 01:40:28 15.43 03/11/2020 08:43:41 974 MISCELLANEOUS FOOD STO Disputed MARY JONES 55673EXXXNXX4043 444T4424T4 CDNP usp
56742522X MCREG 03/09/2020 01:40:28 15.43 03/11/2020 08:43:41 974 MISCELLANEOUS FOOD STO Disputed MARY JONES 556735X0000X4848  444T44Z4T4 CDNP usp
MRM41 03/18/2020 06:37:13 0.00 0.00 GAS PUMPS Declined MARY JONES SS6T3EX0ONKA048  444T44Z4T4 GDNP usD

Field Name Description/Comments

Disoute ID If the transaction was disputed, the Dispute ID displays in the far-left column. Click the
ispute . . . . .
P Dispute ID link to open the Dispute Resolution Form for the transaction.

5-digit customer ID or IDs you selected to display. The customer ID used for virtual cards
Customer ID . . . .
should be unique; i.e., it should be for only virtual cards.

Date and time (central standard time, 24-hour military format; no AM or PM) the
Transaction Date/Time transaction took place. If the transaction has posted, these fields match the Posted
Date/Time fields.

The amount in US dollars and cents authorized for the transaction. If the authorized

Authori A t
uthorized Amoun amount is a credit, the value will appear preceded by a minus sign (for example, - $26.31).

Date and time (central standard time, 24-hour military format; no AM or PM) the

Posted Date/Time transaction posted. If the transaction has not posted, this field will be blank.

Posted A ; The amount in US dollars and cents posted in the transaction. If the authorized amount
osted Amoun
has not yet posted or was declined, this field will display 0.00.

Merchant Name Full name of the merchant company receiving the virtual card.

Real-time status of the transaction, including: Posted, Authorized, Declined, Credit, and

Transaction Status . . . . i, . .
Disputed. Click one of these links to view additional transaction details.

Cardholder Name The name associated with the card or another identifier such as "Virtual Card".

16-digit card number used in the transaction. Click a link in the Card Number column to
Card Number view the card balance information. Note that some card numbers are masked for security,
depending on your account’s setup.

Card Token Full 16-digit number used in place of the card number for security purposes.
McCC 4-digit Merchant Category Code (MCC) that denotes the specific business type.
Original Transaction Amount Original transaction amount if a credit was processed.

3-digit country code for the original currency used in the transaction.
Currency Code
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Field Name

Description/Comments

Additional Fields Displayed in Excel Spreadsheet

Account Code

5-digit Comdata-assigned account code.

Corporate Code

5-digit Comdata-assigned Corporate Code. This field displays “N/A” (not applicable) unless
the account falls under a Corporate Account Code.

Card Expiration Date

4-digit card expiration date (MMYY format, example: 0817 = August 2017).

Decline Code

Reason code for a transaction decline.

Decline Message

Message describing the decline code.

Decline Corrective Action

Corrective action needed in response to the decline code and message.

6-digit (or less) identification code that can authorize a transaction or show what is

P ted ID
rompte entered at the Point of Sale (similar to a PIN).
MCC Group A grouping of merchants by types, such as fuel group, maintenance, legal, etc.
4-digit Merchant Category Code (MCC) denoting the specific business type used in the
MCC Number

transaction.

MCC Description

Description of the MCC (Gas Services, Miscellaneous Food Stores, United Airlines, etc.).

Merchant Address

Full address of accepting merchant.

Merchant City

City of accepting merchant.

Merchant State

State of accepting merchant.

Merchant Zip

Full zip code of accepting merchant.

Accept Location

Merchant information that is in the vendor’s Point-of-Sale device.

Pre-Authorization Amount

The amount in US dollars and cents authorized before the transaction. If the authorized
amount is a credit, the value will appear preceded by a minus sign (for example, - $26.31).

Approval Code

Authorization number given for the transaction.

Reversal Flag

Y (Yes) or N (No). This shows whether the authorization for the transaction was released
or not.

Transaction Fee Amount

Amount of any fees associated to the transaction.

5. On the Transaction History page, click a link under the Transaction Status column to view additional

details.

Merchant Name

Bridge and Road Fees

Miscellaneous Food Sto

Miscellaneous Food Sto

Miscellaneous Food Sto

Bridge and Road Fees

Transaction
Status Cardholder Mame
Posted SPARE DRIVER II
Posted TEST CARD
Declined TEST CARD
Authorized TEST CARD
Credit SPARE DRIVER: II
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Posted detail includes authorized and posted information on the transaction. Use this information

for reconciliation purposes and to view behind-the-scenes data related to the authorized and

posted amount. The same page displays if Disputed is clicked.

Transaction Detail
[ Back |
Authorized Detail
Account Code:
Customer 1D:
Corporate Account Code:
Cardholder Name:
Cardholder Card Number:
Card Expiration Date:
Authorized Amount:
Local Date (CST):
Local Time (CST):

Prompted ID:
Employee Name:

Posted Detail
Account Code:
Customer 1D:
Corporate Account Code:
Cardholder Name:
Cardholder Card Number:
Card Expiration Date:
Original Currency Amount:
US Currency Amount:
Transaction Date:
Merchant Name:

MC180

MCREG

MNIA

SPARE DRIVER I
556735)00000(0000
0318

25.00

01/05/2017
08:56:53

Mc180

MCREG

MNIA

SPARE DRIVER I
5567 350000006032
0218

25.00

25.00

01/05/2017
AMERICAMN AIRLIMES

Accept ID:

Accept Location:

Merchant Category Code Group:
Merchant Category Code Number:
Merchant Category Code Description:
Authorization Method:

POS Entry Mode:

POS Entry Mode Description:
Transaction Country Code:
Approval Code:

Reversal Flag:

Authorization Transaction Fee:

Merchant Address:

Merchant City:

Merchant State/Zip:

Merchant Category Code Group:
Merchant Category Code Number:
Merchant Category Code Description:
Posted Amount:

Posted Date:

Posted Time:

Posted Control Number:

Posted Message Number:

8588888888
American Airlines Detroit MI
30000

3000

AMERICAN AIRLINES
E

001

ECOMMERCE
UNITED STATES
333333

N

0.00

1234 MAIN STREET
DETROIT

MI 88888-3888
30000

3000

AMERICAN AIRLINES
25.00

01/05/2017
09:42:55

222222

0

Authorized detail includes information around the authorization of a transaction. Use this

information to view authorization data such as the method used and total authorized amount.

Authorized Detail

Account Code:

Customer ID:

Corporate Account Code:
Cardholder Name:
Cardholder Card Number:
Card Expiration Date:
Authorized Amount:
Local Date (CST):

Local Time (CST):
Prompted 1D:

Employee Name:

MC180

MCREG

MNIA

TESTFILE
556735)0000(8888
8888

9.25

0111972017
10:31:03

Accept ID:

Accept Location:

Merchant Category Code Group:
Merchant Category Code Number:
Merchant Category Code Description:
Authorization Method:

POS Entry Mode:

POS Entry Mode Description:
Transaction Country Code:
Approval Code:

Reversal Flag:

Authorization Transaction Fee:

Comdata Confidential and Proprietary

680000000000000
Staples 94528 Chicago IL
30000

5000

FOOD STORES

E

001

KEYED TRAMNSACTION
UNITED STATES
444444

X

0.00
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e Declined detail includes information around a rejected transaction. Use this information to

understand why a transaction was declined and the corrective action needed to authorize it.

Decline Detail

Account Code:

Customer |D:

Corporate Account Code:
Cardholder Name:
Cardholder Card Number:
Card Expiration Date:
Authorized Amount:
Local Date (CST):

Local Time (CST):
Prompted ID:

Employee Name:
Reversal Flag:

MC180
MCREG

Accept Location:
Merchant Category Code Group:
NIA Merchant Category Code Number:

88888 Chicago IL
30001
5499

TESTFILE Merchant Category Code Description: FOOD STORES
556735)000KK8888 Authorization Method: E
8888 POS Entry Mode: 001
99999.00 POS Entry Mode Description:  KEYED TRANSACTION
0142372017 Decline Code: 1100
14:34:09 Decline Message Description: ~ENHANCED RISK MONITORING DECLINE
Corrective Action:
Accept ID:  683103202800000
N Authorization Transaction Fee: 0.00

e Credit detail includes information on a posted amount credited back to the card, such as in the

event of a returned item. Use this information for reconciliation and reporting purposes.

Posted Detail
Account Code: MC180 Merchant Address: 1234 MAIN STREET
Customer ID: MCREG Merchant City: VANCOUVER
Corporate Account Code:  N/A Merchant State/Zip: BCL5P 1B2
Cardholder Name: SPARE DRIVERII Merchant Category Code Group: 30005
Cardholder Card Number:  556735)00000(6032 Merchant Category Code Number: 3000
Card Expiration Date: 0000 Merchant Category Code Description:  UNITED AIRLINES
Original Currency Amount:  15.00 Posted Amount:  -11.54
US Currency Amount:  11.54 Posted Date:  04i27/2017
Transaction Date:  04/27/2017 Posted Time:  14:14:10
Merchant Name: UNITED AIRLINES UNITED Posted Control Number: 248622

Reversal Flag: R

Posted Message Number: 0

See below for a list of all possible fields on the Transaction Status screens.

Field Name

Account Code

Description/Comments

5-digit account code.

‘ Comments

This is the primary account code
assigned when the account is opened. It
displays as a number and a name.

Accept ID

Terminal ID for vendor’s POS device.

Accept Location

Location code for the merchants as it
appears in the vendor’s POS device.

Approval Code

Authorization number given for this
transaction.

Authorization Method

E - Electronic, O - Manual

Method by which the transaction was
authorized.

Authorization Transaction Fee

Amount of any fees associated with
the transaction.
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Field Name Description/Comments ‘ Comments
Authorized Amount The amount in U.S. dollars and cents If the authorized amount is a credit, the
authorized for the transaction. value will appear preceded by a minus
sign (for example, - $26.31).
Customer ID 5-digit customer ID or IDs you The customer ID used for virtual cards
selected to display. should be unique; i.e., it should be for

virtual cards only.

Cardholder Name The name associated with the card or
another identifier such as "Virtual
Card".

Cardholder Card Number 16-digit card number used in the

transaction. Note that some card
numbers are masked for security,
depending on your account’s setup.

Card Expiration Date 4-digit card expiration date (MMYY
format, for example: 0817 - August
2017).
Corporate Account Code 5-digit Comdata-assigned Corporate This field displays "N/A" (not applicable)
Account Code. unless the account falls under a
Corporate Account Code.
Corrective Action Message describing action to take in Decline Detail only
response to a decline.
Decline Code Reason transaction is declined. Decline Detail only
Decline Message Description Message describing the reason for Decline Detail only
decline code.
Employee Name Employee first name followed by

middle initial (optional) and last

name.

Local Date (CST) Date of transaction

Local Time (CST) Time of transaction Central standard time, 24-hour military
format; no AM or PM (00:00:00).

Merchant Address Full accepting merchant’s address.

Merchant Category Code A description of the business entity

Description related to the MCC.

Merchant Category Code Group | A grouping of merchants by types
such as fuel group, maintenance
group, T & E, business services,
financial group, legal, medical group,

etc.
Merchant Category Code The 4-digit Merchant Category Code
Number (MCC) denoting the specific business
type.
Merchant City Full accepting merchant’s city’s name.
Merchant Name Full accepting merchant’s name.
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Field Name
Merchant State/Zip

Description/Comments

Merchant’s state and zip code.

‘ Comments

Two-letter abbreviation for state and
full zip code.

Original Currency Amount

The transaction amount as shown in
the original currency that it was
processed in.

Example: $5.00 CAD

POS Entry Mode

A code identifying how the
transaction was processed.

See codes and descriptions below.

POS Entry Mode Description

Description of method used to enter
transaction at POS.

00 = Entry mode unknown

01 = Manual entry

02 = Auto-entry via magnetic stripe-
track data is not required

03 = Auto-entry via bar code reader
81 = Entry via electronic commerce,
including chip

90 = Auto-entry via magnetic stripe-the
full track data has been read from the
data encoded on the card and
transmitted within the authorization
999 = Comdata Manual Authorization

Posted Amount

The amount in US dollars and cents
posted in the transaction.

If the authorized amount has not yet
posted, this field displays $0.00

Posted Control Number

The control number Comdata applies
to the posted transaction used for
tracking purposes.

Posted Date

Date transaction posted

Posted Message Number

A numeric code that represents the
posted amount.

Internal message code from posted
transaction: 00000 = success
Any other value is an error.

Posted Time

Time the transaction posted

Central standard time, 24-hour military
format; no AM or PM (00:00:00).

Prompted ID

Up to six digits identification that can
authorize a transaction or show what
is entered at the POS (similar to a
PIN).

Reversal Flag

Y (Yes) or N (No)

This shows whether the authorization
for the transaction was released or not.

Transaction Country Code

Name of the country where the
transaction occurred. Example:
UNITED STATES, CANADA, MEXICO,
etc.

US Currency Amount

US equivalent of the Original
Currency Amount.

Comdata Confidential and Proprietary

66




b= COMDATA

CORPORATE PAYMENTS

Mastercard™ Multi-Card User Guide

Note: If a transaction has posted, you can

Dispute Reasons

also use this page for disputes. Click on

the check box beside the transaction in
Please select Dispute reason:

question, then click Initiate Dispute at the

Flease note that your account is not automatically credited for this dispute.

top of the page. Select your dispute
reason and click the Dispute button. A
form specific to your dispute reason will

Flease pay the full amount of all invoices.

o Duplicate
display. " Paid by another means (must provide proof)

" Did not receive senvices or merchandise

| did not authorize or participate in thisthese transaction(s)
(By selecting the abowe reason, your card will be blocked, as this would indicate fraudulent activity.)

" amount of transaction differs from amount billed

" Goods or Services not as described (Quuality)

" Credit not processed and | have credit receipt, voucher (proof)
" Other

o J e

Also, click a link in the Card Number column on the Transaction History page to view additional details
on the card used in the transaction.

Cardholder Name Card Number Card Token
SPARE DRIVER I SHET 35X0C0CK3961 222A49MG24
TEST CARD SHET 35X 27 222046 2N4
SPARE DRIVER I SBET 35X XX XE005 222A49G2F6B
TEST CARD | S56T 352X E008 222A49G2FE

The information on the Card Balance Information page is in real-time.

Card Balance Information

Card Number;: 558735X0000(30561 Cycle: N
Standard ID Number; 008 Cycle Reset Value:
XTN Limit Allowed:; 80000.00 Cycle Limit Allowed: 0.00
Daily Limit Allowed: 120000.00 Cycle Limit Used: 0.00
Daily Xtns Allowed: 100 Cycle Xtns Allowed: 0
Daily Limit Used: 0.00 Cycle Xtns Used: 0
Daily Pre-Auth Hold: 0.00 Cycle Pre-Auth Hold: 0.00
0

Daily XTN Used:
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Pay an Invoice

If your account is setup for Electronic Bill Pay (EBP), then your users will have access to the Pay On
Account feature in iConnectData (ICD). Pay On Account allows you to remit payments on your
Comdata account when you have invoices available and ready to be paid.

Please note that if your account has a payment method other than EBP, then you will not have access
to this module.
1. To access, select Pay On Account from the ICD home page (Payment Center > Pay On Account).

Note: You cannot initiate payment on an invoice the date the invoice is generated.

1

PAYMENT CENTER ™

Available Credit Info
Global Credit Info
My Invoices

Online Bill Pay

I- Pay On Account ’b
| Request Invoiced Data File

2. You are directed to the Pay My Accounts page.

Payments
f Pay My Accounts

This page allows you 1o select the amaount of your payment and which payment mathod you will use to
make the payment

Please click here for more information

r Primary Payment Payment
[110] Identifier Amount Date
{mmiddtyryy)
= \Account Code Payrment Amournt 111872014
Ex204 5 0.00
Paymaent Method E|

Continue Cancel
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Setting Up Payment Methods

As a first-time user, you will need to set up and store your checking and/or savings account

information for use in making payments. Once you have a payment method set up, you can edit or
delete it, if necessary.

Setting up a Bank Account

1. On the Pay My Accounts main page, select Payment Methods from the left-hand menu.

Hems: 1.2 of 2

[ Sedect all)

Logout Account Action

EBTHS _'-_'.__ mEnks
EEMI1 Paymants
Hems: 1-2 of 2

2. Onthe Payment Methods page, select Add a new bank account from the drop-down and then
click Go.

Payment Methods

Use this page to manage your payment method information.

= To add a new bank account, select the "Go' button.

+ To update an existing payment method, select the appropriate payment method link below. Make
the necessary change and click Update.

Add a new bank account [~ | [N
Add a new bank account

Payment ‘ Account/Card Holder

method Name

Mo items found.
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3. Onthe Add New Bank Account page, complete each field with your bank account information.
Click Add when finished. Please note:

If you enter an account nickname, ensure that it can be easily identified if you use several bank

accounts.

You must select the check box at the bottom of the page to agree to the authorization
agreement terms and conditions. It is recommended that you first select the link to read the
authorization agreement.

Add New Bank Account

Example of Check (do not use a deposit slip)

John Smith 102
100 Main Street
Anytown, NY 10012

P ro e JE—
ORDER OF

DOLLARS

MEMO
k255985892 102 l25456987""

RnutlnuJTre.nslt Number Accounl.Numner
{ 9 digits )
Bank Account Type: ;:éﬁeéi{.in_g_lz[
Account Holder Name:  ggp smith
Routing Number: 064000017
Account Number: 000111222333
Account nickname: |

Mote: You need to enter an account nickname only if you choose to store this payment method for future use.

View authorization agreement for direct payment (ACH debits) and bank account payment method storage

terms & conditions.

[] 1 agree to the authorization agreement for direct payment (ACH debits) and bank account payment
method storage terms & conditions and would like the above payment method stored for use in Pay My
Accounts.

4. A confirmation message will display with your bank account information. Ensure everything is
correct. If not, return to the Payment Methods page and make edits.

Payment Method Added

The payment method below has been added.

Payment Method - Bank Account

Bank Account: Checklng
Account Holder Name: Bob Smith
Routing Number: e T
Account Number: w2333
Bank Mame: REGIONS BANK

Account nickname:

Back to payment methods
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Editing an Existing Bank Account

You can edit a payment method from the main Payment Methods page. You can make corrections,
update information, or even delete an account.

1. Select the account you want to edit from the Payment method column. Note that if a nickname
was entered during setup, that nickname will display as the account’s name. If no nickname was
entered, the masked bank account and routing number will display, as shown below.

Payment Methods

Use this page to manage your payment method information.

+ To add a new bank account, select the "Go' button.

+ To update an existing payment method, select the appropriate payment method link below. Make
the necessary change and click Update.

|Add a new bank account =]
Items: 1-1 of 1
Payment Account/Card Holder
method Name
Checking *****0017 - *******2333 Bob Smith

Items: 1-1 of 1

2. Make changes to any of the fields and click Update when finished. Note that selecting Delete
permanently removes the account, but you can add it back at any time.

Payment Method - Bank Account

Example of Check (do not use a deposit slip)

John Smith 10z
100 Main Street
Anytown, NY 10012

o To e JE—
ORDER OF

DOLLARS

MEMO
njkes59a589p 102 Lasyskqa?m”

7 7
RDUTII\H;TFEHSH Number fAccount Number
{ 9 digits )

Bank Account Type: [Checking []
Account Holder Name: Bob Smith

Current Routing Number:  *==*0017
New Routing Number: e

Current Account Number: ******2333
New Account Number;

Bank Name: REGIONS BANK
Account nickname: Bob Checking Account

Authorization Agreement for storage of direct payment {ACH Debits) payment method.

Updote |~ Delete | Cancel |
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Making Payments

Once your payment method is setup, you can begin remitting payments to Comdata.

1. Onthe Pay My Accounts page, select the check box for each account you want to pay and then click
Continue.

Payments

Pay My Accounts
Step 1: Select the accounts you wish to pay and click "Continue™.

Items: 1-2 of 2
AT v Account Action
(Select all)
EB705 Payments
EBT11 Payments

Items: 1-2 of 2

2. The next page displays the amount due for each account you selected. Note that:
e You cannot initiate payment on the invoice the date the invoice is generated.

e The Payment Amount method column contains the total amount due that you will pay when
you select Continue. You can change this to any other amount, but it cannot be lower than
$1.00 or higher than the total amount due.

e Payments must be entered with a decimal.

e The Payment Date will always be the current date and cannot be changed.

e If you don’t want to pay on an account in the list, uncheck the box next to the account
e The Cancel button will direct you to the Payment Activity page

e The total amount due displayed between the hours of 10:00 pm - 8:00 am CDT may not reflect
your activity during these hours. It is recommended that you initiate your payments during the
normal processing hours of 8:00 am - 10:00 pm CDT.

e If you are set up to pay only one Comdata account, this is the first page you will see when
selecting Pay My Accounts. Step 2 will be replaced with Step 1.

e You are limited to only one payment per day on each of your accounts.

(see image on next page)
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Pay My Accounts

This page allows you to select the amount of your payment and which payment method you will use to
make the payment.

Please click here for more information.

r Primary Payment Payment
(Al) Identifier Amount Date
(mrmiddfyyyy)
Account Code: Payment Amount 09272011
EBT05 § 224489
Account Code: Payment Amount 09272011
EB711 § 556.00

Payment Method: | =]

3. Select a saved bank account from the Payment Method drop-down and then select Continue. If you
do not have any bank accounts saved, you must select Enter a new bank account before you can
proceed. See Setting Up Payment Methods for more information.

Pay My Accounts

This page allows you to select the amount of your payment and which payment method you will use to
make the payment.

Please click here for more information.

] Primary Payment Payment
(Al ldentifier Amount Date
(mmiddiyyyy)
Account Code: Payment Amount 09272011
EB705 $ 2244 89
Account Code: Payment Amount 09/27/2011
EB711 $ 556.00

Payment Method:

Enter a new bank account

Continue
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4. Review your payment information to verify everything is accurate. To make edits, click Change to
return to the previous page. Select Delete to remove a payment. Select Cancel to go to the Payment
Activity page.

In the example image below, a payment was already made earlier in the day for this account. Since
only one payment is allowed per account each day, a warning message is displayed, stating that
their payment (Payment 2 only) will not process. However, the payment will be stored for future
use. If everything is correct, click Make Payment.

Note: Delete is not an option if you have only one account listed on this page.

Pay My Accounts

This page allows you to review the accuracy of your payment choices before the payment is complete.
You can choose to change the payment amount or you can choose to change your payment method.

Clicking on Make Payment creates a payment record that will be transmitted to your financial institution.

Payment 1

Account Code: EBT05
Payment Amount: §2,244.89
Payment Date: 0972712011
(mmiddhyyyy)

Payment 2 Change

P Duplicate Payment Warning: A payment in the amount of $556.00 was recently made for this

account.

Account Code: EBT

Payment Amount: $556.00

Payment Date: 0972712011

(mmiddiyyyy)

Payment Method
Payment Method Bob Checking Acct

Make Payment

5. The Payment Request Submitted page displays after confirming your payment. Select print this page
at the top of the page to print a copy for your records.

(see image on next page)
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Payment Request Submitted

Thank you - the payments below have been submitted. Please pnnt this page or make note of the

Referance IDs.

Payment 1
Reference ID:
Payment Status:

Date and Time:
{mmiddhynyyy)

Account Code:

Payment Amount:

Payment Date:
(mmiddiyyyy)

Customer Name:

Payment Method:

Payment 2
Refarence ID:
Payment Status:

Date and Time:
{mm/ddhyyy)

Account Code:

Payment Amount:

Payment Date:
(mmiddhyryyy)

Customer Name:

Payment Method:

1385200003
Payment Submitted

09/30/2011 10:41:30 (CDT)

EB705

$2,244.89
09/30/2011

Bob Smith Trucking Bob Smith

BOB
Payment method added successfully

1365201003
Payment Submitted

09/30/2011 10:41:32 (CDT)

EB7T11

$556.00
09/30/2011

Bob Smith Trucking Bob Smith
BOB
Payment method added successfully

Back to Payment Activity
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Reviewing Payment Activity

The Payment Activity page displays transactions for all of your associated active accounts. You can

review the status of transactions and drill into more detail.

1. Select Payment Activity from the left-hand menu.

. F’a',rmént Methods
ltems: 1-2 of 2

Logout

Items: 1-2 of 2

Pay My Accounts

—

(Select all)

O
O

2. Inthe Display drop-down, you can select:

EB705

EBT11

| Continue | __ Cancel |

Account

Action

Payments

Payments

e Payments for all active accounts. Displays all payments for all of your active accounts. This

option is defaulted.

e My payments. Displays only initiated payments

e Account Name (example: EB711). Displays only the payments associated to an individual

account.

COMDATA’

Payment Innovation

Payments

* Payment Activity Payment ACtIVItV

* Pay My Accounts
* Payment Methods

Logout

Display:

Items: 1-23 of 23

Click here for more information on Payment Status.

Payments for all active accounts |~ |

Reference

Payment
Date

This page displays your recent payment activity. If you have more than one account, you may view activity
for individual accounts by using the drop-down list beside Display. Choose the account and then click Go.

To view payment details, click on the blue reference ID. The next page will display the payment and bank
account information.

Payments for all active accounts
My payments
EB711
Account Fayment
Amount

Payment
method

Status
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To drill down into more details on an individual payment, select the link in the Reference Id
column.

Payment Activity

This page displays your recent payment activity. If you have more than one account, you may view activity
for individual accounts by using the drop-down list baside Display. Choose the account and then click Go.

To view payment details, click on the blue reference ID. The next page will display the payment and bank
account information.

Click here for more information on Payment Status
Display: Payments for all active accounts [~ [ EN

ltems: 1-25 of 25

Reference Payment Account | Payment Payment Status
Id Date Amount method
1384677003 912372011 EBT11 $556,00|Checking Failed
H'Iﬂl]u1 "I = "'I‘,'l'2333
1384676003 9/23/2011 EB711 $556.00|Checking Submitted
ﬂP!ﬂI][l1 ? 2 ﬂ"”'l12333

3. The Payment Details page opens, displaying all information associated with the selected payment.

Note: Image below is a split image of the full screen.

- Address: 123 Elm Street
Payment Details ity N
Reference ID: 1384676003 State/Province: Tennessee
Status: Submitted ZIP/Postal Code: 37123

Country: United States

Payment Transaction Information
Payment Date: 09/23/2011 3;‘;’{"";’;? e (615) 555-5555
(mm/ddfyyyy)
Creation Date: 09/23/2011 12:35:53 (CDT) E-mail Address: BSMITH@ABC.COM
(mm/ddfyyyy)
Submitted by: Customer: BSMITH

Payment Method - Bank Account
Bank Account Type:  CHECKING

Payment Information Account Holder Name: Bob Smith Trucking Bob Smith

Account Code: EB711 Routing Number: 20017

Account Number: 2333
Payment Amount: $556.00 Bank Nama: REGIONS BANK
Payment Method: Bank Account

Contact Information

First Name: Bob Smith Trucking
Middle Initial:
Last Name: Bob Smith
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Running Reports

ICD contains several preformatted, canned reports that allow you to review specific details on your
account. Use these reports to monitor and manage many aspects of your account, such as transaction
spending per cardholder and disputed transactions. Follow the steps below to access and run reports.

1. On the ICD home page, click Reporting > reportQ.

ATl Q

REPORTING ™ FIMD

Business Intelligence
Exception Limits I
Exception Tracking
FleetDash Reports

2. This action directs you to the Quick Reports page, a library of reports available to you. Quick
Reports is split into two sections:

e The left side contains all quick reports available to you. Click one to open the report
parameters.

e The right side allows you to view the status of reports and download them when finished.

Quick Reports Recent Requested Reports

Comdata Reports on Demand Report Status and History

Avaliable reports enabled for your account. Hover for a description of each report. In addition, each report has its own distinet ist of properties. Status shows ff report ding, running, I 11 a report is pending there is an option to cancel f you do not need it ifhe
job is unsuccessiul, hover over the action for more details. Reports usually run quickly but during nigh volume peaks there may be a delay. Once
successiul the report is ready to be downloaded by selecting the download button

s < I —

Account Spend Analysis HC MCC Summary Report No data available in table
Account Spend by Month HC Outstanding Active Cards

Ana\yt\c - GL Code File HC Transaction USUHQ

Analytic - Product Detail File HC Virtual Card AP Encashments Listing

Analytic - Summary File HC Virtual Card Listing

Card Balance Report

I i
=]

Card Order Shipping Report

Cardholder A&N Enrollment Summary CFC Invoice Detail Report
Corporate Payments Account Spend Report MCC Description Summary
Customer ID Group Summary Marketer Activity Report
Customer ID Report Marketer Discount Activity
Direct Deposit Report Merchant Fuel Chain Summary
Exception Listing Merchant Location Activity
Force Post Transaction Listing Merchant Spend Trend

GL Code Listing Merchant Summary

ICD User Information Merchant Top Ten Summary
1D Report Merchant Volume Report
MCC Audit Report by Cardholder Net Pricing Change Repert
MCC Spending Analysis Net Pricing Table

MCC Summary Report

Masircs e En
MasterCard Dispute Report

MasterCard Rebates Report
Mastercard Settlement
Surcharge Report

Telemar Account Review
User Information on Demand

Active Stops Listing
Alternative Fuel Report
Client by Chain Report
Comchek Mobile Details
Comdata Hotel Network Details
Driver Settlement by Cardholder Report
N === - cuct eoon
Fuel Card Billing Detail Canada
Analytic - Airline File Fuel Card Billing Detail US
Canadian Transaction Listing Mileage Report CDN Proprietarv
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When you open a report on the left side of the page, a list of parameters specific to the report
display. Use these options to customize the report and run it for your purposes.

Once you click Submit PDF or Submit Excel, the system returns you to the main report page and
the status of the report will display in the right side of the page.

W Close Reportq

4= Back to Reports

Card Listing

Reporting Option:
® pccount O Hierarchy
Corporate Code:

Account Code:

| |
Customer Id:

[ALL |

Card Status:
@® Both O Active O Blocked

Sort Results By:

Primary Sort: Secondary Sort:
-NONE- ~|  [-NONE- v

Once the request is successfully submitted, the window will close and

Submit PDF Submit Excel you will be redirected back to Reportd. Sea the status list when your

report is ready to download. Reports usually run quickly but during high
volume peaks there may be a delay.

Contact Us | IConnectData.com - Version 2.12

The following reports are available to you as a Mastercard Multi-Card user by default:

Card Listing Report. View current record information for all cards associated with your account,
including the name on the card, card/vehicle/employee ID number, spending profile and
description, and last activity date. Available in PDF and Excel.

Cardholder Activity Fleet. View transaction details by cardholder, including card information,

merchant information, spend per transaction, price, and quantity of the purchased products.
Available in PDF and Excel.

Cardholder Activity Report General. View transaction detail by card, including card information,
merchant information, spend per transaction, price, and quantity of purchased products. Use this
report to monitor your cardholders’ spend. Available in PDF and Excel.

Comdata Confidential and Proprietary 79




Mastercard™ Multi-Card User Guide s COMDATA

CORPORATE PAYMENTS

e Cardholder Group Summary. High-level view of spend by card, including card information and
spend by merchant category code (MCC). Available in PDF and Excel.

e Cardholder ID Report. View cardholder ID information, including associated customer ID, and first
and last name of cardholder. Available in PDF and Excel.

e Cardholder Usage Report General. View transaction detail by cardholder, including customer
information, merchant information, spend per transaction, price, and quantity of purchased
products. Use this report to monitor your cardholders’ card usage. Available in PDF and Excel.

e Corporate Dashboard. Provides interactive account summary of spend and allows you to view year
over year, types of products, and geographical information. Requires Adobe Flash Player.

e Corporate Payments Account Spend Report. View a high-level overview of your program
performance month-by-month. Provides graphic summaries of key program metrics including your
month-by-month spending, spend per transaction, top vendors, and rebate information. Available
as a PDF only.

e eCash Transaction Activity - All Activity. Ability to select Load, all Withdrawals, ATM, POS Debit,
Direct Deposit, Comcheck Convenience Check, Fuel, or Telecommunications.

e eCash Transaction Activity - Company Only. Detailed Express Cash data, such as transaction type,
senders name, and ancillary data.

e Exception Listing Report. View a list of transactions that trigger exception flags that have been set
up on your account, including transaction details. Available inn PDF and Excel.

e F Save Report. View transaction details by customer ID, including merchant and SmartBuy
information, price per gallon (PPG) paid, potential SmartBuy discount amount, and difference
between paid potential discounts. Use this report to view potential savings available to your fleet
at SmartBuy locations. Available in PDF only.

e Fuel & Maintenance MCC Report. View spends by merchant, including merchant and merchant
group details, and account, customer, and card information. Available in PDF and Excel.

e ID Report. View transaction-level detail by prompted ID and name. Includes transaction detail,
prompted ID number that was entered at the time of purchase, and the point-of-sale name
associated with the prompted ID. Available in PDF and Excel.

e Mastercard Dispute Report. A record of all credits applied to customer accounts related to
customer-initiated disputes.

e Mastercard Rebates Report. Report of rebates paid to customers. Data is updated every 12t
business day of the month.

e Merchant Location Activity Report. High-level view into spend and transaction volume by
individual merchant location, including merchant information, average price per unit (PPU),
gallons, and spend per merchant. Available in PDF and Excel.
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e MCC Summary Report. View total spend and merchant details by merchant category code (MCC).
Use this report to compare total spend across MCCs. Available in PDF and Excel.

e IMPG Report. View mileage details per transaction by vehicle or unit number, including beginning
and ending odometer readings, miles driven, miles per gallon (MPG), cost per mile (CPM), and
transaction information. Available in PDF and Excel.

e Product Summary. High-level view into spend and transaction volume by product purchased,
including quantity purchased, spend per product, and hierarchy data. This report also includes the
discount and rebate net cost. Use this report to monitor patterns in spend per product. Available
in PDF and Excel.

e T&E Cardholder Activity Summary. View travel and entertainment transaction details by
cardholder, including total spend and transaction volume, and spend and transaction volume by
airline, hotel, rental car, and other. Available in PDF and Excel.

e T&E Cardholder Airline Activity. View air reservation transaction details by cardholder, including
card information, merchant information, carrier or service class code, departure and arrival
location, and flight number. Available in PDF and Excel.

e T&E Cardholder Car Rental. View car rental transaction details by cardholder, including card
information, merchant information, rental and return information, and additional rental details
(when provided by merchant). Available in PDF and Excel.

e T&E Cardholder Hotel Activity. View hotel transaction details by cardholder including card
information, merchant information, arrival and departure date (total nights purchased), and room
rates (when available). Available in PDF and Excel.

e Transaction Listing. View transaction detail captured at the time of purchase, grouped by card
number, including card information, merchant information, spend per transaction, price, and
guantity of the purchased products. Use this report to reconcile accounts or find missing
transactions. Available in PDF and Excel.

e Transaction Listing Enhanced. View transaction detail captured at time of purchase, grouped by
card number, including card information, merchant information, spend per transaction, price, and
guantity of purchased product. Report is summarized in different tabs to provide quick summary
of transactions such as spend by Cust ID, Gallons by State, Top Merchants, etc. Available in Excel
only.

e Vehicle Listing. View vehicle numbers associated with your card numbers, including account and
customer IDs, card information, and Misc1/Misc2 data (if available). Available in PDF and Excel.

e Vehicle Report. View transaction details by vehicle number, including card information, merchant
information, spend per transaction, and description, price, and quantity of purchased product.
Available in PDF and Excel.
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Using the Resource Center

The ICD Resource Center is the central location for accessing support and training materials on many
of Comdata’s products. The home page offers the ability to search for content via a search bar or
navigate through the product pages. For example, if you want to learn about Alerts and Notifications,
type “Alerts and Notifications” in the search bar and press Enter on your keyboard. The search results
will display every document and/or video related to your search criteria.

) COMDATA RESOURCE CENTER g a =

Welcome to the Comdata Resource Center!

Hi! How Can We Help?

Search... n

@)

Proprietary Fleet Mastercard Fleet Travel/Purchasing Virtual Payments Fintwist

Or open one of

Comdata Travel/Purchasing

t h e p ro d u Ct You are here: Home / Comdata Travel/Purchasing

pages. For

example,

A critical part of any business is controlling and monitoring travel and entertainment expenses. The Comdata Mastercard for travel and
Mastercard Fleet entertainment (T&E) provides you that control, while allowing your employees to travel safely and securely with their funds. With a Comdata T&E
Mastercard, you have access to comprehensive travel addendum data, data feeds to expense management systems, and alert notifications on

and
Travel/Purchasing

contain resources

fraudulent activity. Use the Comdata T&E Mastercard solution to manage and secure your travelling spending anytime employees are away from
home base.

on Alerts and . L. . .
Getting Started with iConnectData (ICD) Basics for Travel/Purchasing

Notifications a nd New to iConnectData? Use these materials to help you get started.
many other
Y Quick Steps User Guides Top Reports
products.
i Product Overviews Additional Resources B Archives

View archived documents categorized by

. Y|rtual Card « Digital Wallet FAQ document type.

- « Implementing Comdata Webhooks

+ iConnectData (ICD) for User Guide VIEW ARCHIVED DOCUMENT
T&E/Purchasing « Canadian Mastercard FAQ
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Appendix

Sample Cardholder Email Communication

Below is a sample of the email communication you can send cardholders when they first sign up for a
Comdata Mastercard Multi-Card. Contact your Comdata account representative for an Alerts and
Notifications brochure to include in the communication.

We are excited to announce the rollout of a new program at <INSERT COMPANY NAME> - a corporate
Mastercard® credit card program supported by Comdata. This tool signifies our ongoing commitment
to take complexity out of the business and put information and controls in the hands of our business
managers. The new credit cards are intended to be used for <Insert Card Usage Parameters>.

There are many positive attributes of this program. Most notably, it:

e Provides sharing in the credit card interchange fees with Comdata — every dollar we spend turns
into rebate dollars to <INSERT COMPANY NAME>

e Shifts expense liability to the company and off of your personal credit cards — you no longer need
to wait for reimbursement

e Makes it easier to pay for minor, but necessary items you need to run your department — no more
one-time vendor set ups

e Creates transparency (and accountability) around expense details — real time, on demand
information to keep up with financial transactions

e Provides fraud protection and services to limit impact of misuse — flexibility for our business
managers; protection for our company

As part of the rollout process, we are making Purchasing policies more consistent across the business,
as well as documenting best practices that are already being followed.

The Corporate Card team has worked hard to 1) design an intuitive solution that will accommodate our
various processes and platforms, and 2) anticipate and plan for the downstream effect that will occur
by instituting this program. The latter is always more difficult.

As a follow up, you will be receiving a message from the Corporate Card team setting expectations
around the program and how to order cards for your department. The cards should be available for
your use by <INSERT DATES>.

Prior to receiving your card in the mail, you will receive an email allowing you to enroll in Comdata’s
Alerts & Notifications text message program. Additional information about the text alerts can be found
in the attached brochure. You may enroll in the text alerts prior to receiving your card. Simply take
action on the email you receive with instructions.

Thank you in advance for your participation and making this program a success.
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Cardholder Agreement

Below is a sample of the cardholder agreement. Remember, this agreement should be signed by the
cardholder and their supervisor.

l, hereby acknowledge receipt of a Mastercard, issued by

Regions Bank (the “Card”) and provided to me by my (“Company”). As a corporate

cardholder, | agree to comply with the terms of this agreement, including the guidelines outlined in the

| understand that the Card will not be used for personal, family or household purposes or for any
purpose that is not for the benefit of the Company. Further, Card may be used only for valid and lawful
purposes.

| understand that | will not request or receive cash back from suppliers as a result of exchanges,
rebates, and refunds or for any other reason.

| understand that | am the only person authorized to use the Card assigned to me. | will not authorize
the use of this Card by other company employees who may want to use it to make approved
purchases.

| understand that the Company can terminate my right to use the Card at any time, for any reason.

| have reviewed the . lunderstand the procedures and requirements for

using the Card and for providing the required documentation for each transaction made on the Card.

| understand that any violation of the terms of this agreement may result in disciplinary or civil and
criminal legal action, up to and including termination of employment. | understand that | will owe the
Company an amount equal to the total of any discrepancies, of the total amount of any personal gain,
and/or of any fees related to the collection of such money. | understand that the Company may elect
to collect this money even if | am no longer employed by them.

Cardholder Name (print) Manager or P-Card Dept

Cardholder Signature Date

Comdata Confidential and Proprietary 84




	Table of Contents
	Revision Table
	Overview
	Mastercard Multi-Card Best Practices
	Dispute Fraudulent Transactions
	Filing a Dispute
	Using the Online Dispute Smart Form
	Search for a Filed Dispute
	Dispute Confirmation Email

	Fraud Dispute Frequently Asked Questions

	Cardholder Identification Data (CID)
	Using iConnectData (ICD)
	Logging into ICD
	Okta Verify
	SMS Authentication
	Voice Authentication
	Email Authentication
	Logging in After Multi-Factor Authentication Setup
	Retrieving your Login Information
	Retrieving your Password
	Retrieving your User ID


	Checking Available Credit
	Performing Codeword Maintenance
	Copying and Deleting User Profiles
	Ordering Virtual Cards for Travel
	Set up a Virtual Card for Travel Order
	Invoice Detail Fields
	Merchant Categories
	Fleet/Maintenance Fields

	Issue a Virtual Card for Travel
	Resend Fax or Email Remittances
	Example Email Remittance Advice
	Example Fax Remittance Advice (required for hotel transactions)


	Displaying Real-Time Transaction History
	Pay an Invoice
	Setting Up Payment Methods
	Setting up a Bank Account
	Editing an Existing Bank Account
	Making Payments
	Reviewing Payment Activity

	Running Reports
	Using the Resource Center

	Appendix
	Sample Cardholder Email Communication
	Cardholder Agreement


