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Virtual Payments Administrator Guide
Welcome to the Comdata Virtual Payments Administrator Guide!

Comdata Virtual Payments is an exciting affectient program used to streamline payments,
reduce costs and improve your AP (accounts payable) process by providing your vendors with a
highly secure but flexible way to receive payments.

This guides designed to cover the distinateas of the Comata Virtual Payments Program
including, but not limited to:

1 Options for Issuing Virtual Cards

Setting up your Systems to Issue Virtual Cards
Enrolling Vendors

Submitting Payments

Reports on your Virtual Payments Program

== =4 =4 A
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TheVirtual Paymerg program is the connection set up between you, Comdata and your vendor
that simplifies and secures the process of invoice payments.

With Comdata Virtual Payments, you send electronic payments to vendors using a virtual card,
a unique 1&digit MasterCard account number that replaces paper checks and other traditional
payment options.

LiQa &aAYAfINI G2 I OKSOl 0SOlFdzaS SIFOK | 002dzyi
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your financial systems, which provides a secure flow of your payment to your vendor. Once

your vendor receives the virtual card number, they can process it like any other credit card

payment.

How Does It Wok?

The process begins with Comdata assessing your list of vendors that you want to send virtual
payments, and then campaigning to enroll those vendors into the Virtual Payments program.

Once enrolled, you can begin submitting payments to your vendors gfir@amy of our available
payment options gne-off requests, batch files, web services, t€omdata will take your

payment information and generate a virtual card number and send it, along with the payment
details, to yair vendor in the form of a detailed remittance advice email. Then, the vendor
processes the payment like any credit card payment and if you choose, Comdata can send your
company an invoice file of all transactions for automated reconciliation, just lkesiéive pay

file from a bank.
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How is it Unique?

There are several reasons the Comdata Virtual Payments program is unique:

T

The virtual card account number changes each time you make a payment to a vendor,
regardless of the amount, which makes your paymesatsure

Payments can be remitted to the vendor by either email or standard printed mail

We have a dedicatedendor Enrolimenteam solely focused oenrolling your vendors so
you get the most out of your program

Weekly campaign reporting keep you inforned

PayForYou service, where Comdata makes payments to vendors on your behalf if the
vendoronlyaccepts payments via phone or online.

[/ 2YRFGIF5ANBOGE I &aGNFAIKG GKNRIdAK LI &YSyid
MasterCard

What are the Benets for Me and My Vendors?

With Comdata Virtual Payments, there are several valuable benefits to you and your vendors.
For instance, as a customer, some of your benefits include:

=2 =2 =4 =4 A -

Reduced risks of check fraud

Immediate revenue generation, with an averageisgs of $5.14 per payment
Reduced DSO (Daily Sales Outstanding)

Reports to analyze the return on your program

Ay
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Ongoing campaigning, which meaymu can send us a list of new vendors and wéwork
to get them enrolled or we can seampaign to vendors that decline

Benefits to your vendors include:

= =2 =2 =4 A

Guaranteed payment through MasterCard or ComdataDirect networks
Improved financial controls

Prompt settlement to help minimize payment delays, attilen costs and disputes
Maintained status as a preferred vendor

Automated reminder emails to process outstanding payments

Detailed remittance information
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Payment Options

Comdata Virtual Payments provides several platforms for sending electronic paytogais
vendors as well as services for different types of vendors. See the list below to determine which
method is best for your company.

Accounting Software Integration

If you prefer to send virtual cards through a batch file process, you must infegrdt 2 YR G | Q&
systems with your accounting software, allowing you to send payments via a secure FTP (File
Transfer Protocol) server or web portal. Currently, Comdata offers three methods of

integration:

1 Sterling File IntegrationSterling is a file data m@mg tool that can take your batch
LI 8YSyd FAESAa FyR YIL GKSY G2 /2YRIFGFIQa adly
virtual card. Once the mapping procedure is completed the first time, Sterling is smart
enough to remember the file format of each pagnt file you send, as long as no changes
FNE YIRS 2y @&2dzNJ SYR® hy [/ 2YRFIGFIQa SyR>X 6S ¢
reconciliation files, and map them to a file format that meets your system requirements.

With Sterling, you can send payment filesamaFTP server, or by uploading them to the
myFileGateway web portabterling integration provides an acceleratewgess for
onboarding and requires few badiffice developmentesources on your end.

1 ConnectPayComdata ConnectPay offers the abilityclansolidate your payment methods
into one electronic payment platform. In addition to virtual payment processing,
ConnectPay supports other payment types including ACH, wire, check, and international
(SWIFT, IBAN, ACH international).

ConnectPay can remerabthe preferred method to pay all of your vendors, and automate

those payments on your behalf. Similar to Sterling, you will just need to send a payment file
OKNRdAK /2yySOGtleéQa AyadSaINIiISR Ce¢tsx FyR A
more contol and effeciency in your payment processes.

1 Customized IntegrationComdata can also work with your IT department to do a
customized integration to your accounting softwaxau will need an FTP client with the
ability to handle Secure Socket Layer (SSégure Shell (SSH), or Pretty Good Protection
(PGP) encryption for file processing. You can use any FTP client such as FileZilla and
Comdata will provide the needed login information and encryption key. Comdata will also
provide our standard payment filayout, and assist with submitting the first payment.
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Web Services

/I 2YRIGlI Qa 6S6 aSNBAOSA ({2 dhydukidaouse2 Ay G SINI GS
applicationsproviding you with cossaving flexibility to configure and contdobw Comdata

solutionsare used.

API(Application Programming Interface, a set of instructions for developers to link software to
another webbased application) optionike web services are tools for customized data
integration. With web services, Comdata places our unembelligiata into your hands to

develop as you see fit. You can use your own website oremalbed application to manage

your virtual payments program. Using web services, you can design your own interface to issue
and monitor payments through a secure onlicigannel.

Using an API tool like web services can bring your company considerable savings. For example,
setting up avirtual card progranthrough web services could eliminate the resources invested
in learning a foreign software system or monitoring séguacross more than one platform.

Web services are programmed in a standard format desigoedork with any applicationYou
can undertakeyour own development using two basic building blocks provided by Comdata:

1 WSDL\Web Services Definition Languaga) XMEbased language for making card program
requests

1 SOARSiImple Object Access Protoctdyyguage used to communicate these requests

iIConnectData (ICD)

The ICD web portal offers the ability to issue virtual cards on eoffneasis, or one at a tim

When you issue oneff virtual cards in ICD, your program administrator can control the

information fields needed when your associates issue or edit a virtual card. This includes your
O2YLI yeQa 2¢y 0OdzalG2YAT SR NI dzAitbE & ghdntigrodpszOK | &
and individual MCCs (Merchant Category Codes), and payment breakdowns by your GL coding.

Unlike batch files, issuing virtual cards through ICD requires no system integration.

In addition to issuing virtual cards, ICD offers severatiures for managing your Virtual
Payments program, such as reporting options, dashboards, and real time transaction history.
So, no matter what payment option you choose, you will most likely use ICD as well.
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Virtual Payments Manager

Virtual Paynents Manager (VPM) is an ICD application separate from thetingrtual card
orders. VPM does not require system integration, but can store your vendor and payment
details, so you can schedule future payments and review paid invoices.

Key features inade:
T ' RRAY3 @SYR2NE (G2 @&2dz2NJ +ta | O002dzyi -6& &s
FOOSLIiAYy3 @SYR2NE 2NJ SYyNRftftAy3d @SYyR2NE

Paying multiple invoices from the same vendor in one transaction

I N K
KI

Scheduling single or annatic recurring payments

Receiving email payment confirmation and generating remittance advices for your vendors

= =2 A =

Setting up customized twparty approvals and notifications based on payment amounts

PayForYou

Comdata offers the PayForYou servimeviendas who only accept MasterCard payments
through telephone or their own website. With PayForYou, Comdata makes the payment on
your behalf, meaning that vendors who do not accept email remittances are no longer off limits
to your Virtual Payments program. Gna vendor is enrolled to receive PayForYou payments,
simply submit a payment in a batch file like you would for any other vendor and Comdata will
handle the rest.

Comdata leverages a 24/7 customer support team to ensure timeliness and responsiveness in
processing these payments with a fiday SLA (Service Level Agreement) for payment
submission.
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ComdataDrect

ComdataDirect is a straighiirough virtual card option that transfers settlements directly to

0KS @SyYyR2NIRa o6l y 12 YYRIGIZ dal 2 oNHzyLYyNRYLINA2SYG [/NE Yy S ¢
for vendors that want to receive an electronic payment, but cannot or will not accept a

MasterCard payment.

ComdataDirect solves two of the most common issues that keep vendors from participating in
Virtual Payments program:

1 High transaction fees that come with typical MasterCard, Visa, or American Express
transactions

1 Overhead acceptance with merchant card acceptance

ComdataDirect is only available to vendors with an annual spend of $100,000 or moillYo
need to work with a Vendor Enrollment Specialist to identify these vendors and enroll them to
ComdataDirect. Once a vendor is enrolled, you can simply issue a payment in a batch file to
have it directly posted to the vendors account.
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Comparing Options for Issuing Virtual Cards

Capability

iConnectData

Virtual Payments Manager

Web Services 2.0

Batch File (PS20)

GL codes

Yes

1 per card

Up to 4 per card

1 per card

Restrict
purchases to
specific MCC

Yes

No

Yes

No

Aggregate
multiple
payment
requests into a
single virtual
card

Yes

Yes

Not applicable

Yes

Allow "Must Be
Exact Amount"
feature on a

payment -by-
payment basis

Yes

No

Yes

Not applicable

Al l ow A Mu
Exact Amo
feature on a
vendor basis

Yes

No

Yes

Yes

Allow "Number
of Tr ansactions”
feature on a
payment -by-
payment basis

Yes

No

Yes

Not applicable

Al l ow @A Nu
of Transa
feature on a
vendor basis

Yes

No

Yes

Yes

Capture and
report Labor,
Part, and Tax
Cost amounts

Yes

No

Yes

Yes

Capture and
report
Miscellaneous
am ounts

Yes

No

Yes

Yes

Fax remittance
advice

Yes

No

No

No
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Capability iConnectData Virtual Payments Manager Web Services 2.0 Batch File (PS20)
Email Yes Yes Yes Yes
remittance
advice
Set Card Yes No Yes No
Expiration dates
on a payment -
by - payment
basis
Inquire on card Yes No Yes No
settings
Update card Yes No Yes (excludi ng No
settings expiration date)
Block/unblock a Yes No Yes No
card
Use card No Yes Card Add, Stop Yes
tokenization Payment, Card

Listing
Pay via No No No Yes
ComdataDirect
Pay via No No No Yes
PayForYou
Enroll Vendors No Yes No Yes
Security Yes ICD User ID and Password, Web Services 2.0 FTP logon,
Requirements Codeword, Account level and 2.1: ICD user Codeword

access ID and password,
Codeword

Comdata Confidential and ProprietarCE
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Account Setup

Before you can begin issuing payments, there are specific setup steps you must foléagtior
issuing platform. For example, in order to issue virtual cards through a batch file, yodr back

2FTFAOS | O02dzyGAy3 adaeaidsSya Ydzad oS AyiS3aNI: GdSR
administrator, this should be familiar to you, but if you plan to swissuing platforms, use this
section to learn what is needed or as a reminder of specific setup pieces.

There are three platforms for issuing virtual cards:

i ERP Integration
M Web Services
9 iConnectData

Accounting Software Integration

If you plan to issue virtual cards through a batch file process, you will need to integrate your

I O02dzyiAy3 a2Faégl NBZ 2N 9wt 09y i SNLywdms.S wSa2dz
Comdata has three files associated with virtual card payments. You will submit a payment file

0t {HnNn0O YR AY NBUOd2NYy3> &2dzQff NBOSAGS | NBaLRy
Protocol) server that will be a mirror image of the paymelat but will also include the status

of each record and the card information. Based on the details in the payment file, we will create

an email remittance advice and send it to the vendor (and a copy to your AP department) for
processing your payment. Onpeocessed, a reconciliation file (AC28) will also be available on

the secure FTP server.

Currently, there are three methods of integrating with Comdata:

i Sterling File Integration

1 ConnectPay
I Customized Integration

Once your integration with Comdata is complete, you will be provided login credentials to a
Secure FTP site where you can submit payment files.

Your Comdata Technical Relations Represer@dfiRR) will assist you through the integration
process, no matter which integration you choose.

For more information on submitting batch file payments, see the sedfisning Virtual Cards
through Batch Files

Comdata Confidential and ProprietarCE




bz COMDATA

CORPORATE PAYMENTS Virtual Payments Administrator Guide

Account Saup Steps

Please note that, in order to begin submitting payments through batch file, you must go through
the following steps to set your account up for Virtual Payments. Ensure that every step in this list
is complete:

1. Complete the following items and prale them to your Comdata Project Manager:
9 Virtual Card Accounts Payable (VCAP) Worksheet

9 Determine chosen methods for enrollment: matched enrollments, strategic calls and/or
letter series

1 High resolution file of your company logo
1 Letterhead, Signature,tlé Block and Return Address

1 Have your IT (Information Technology) department set up a program specific email
address and redirect it teendorenrollment@comdata.com

1 Have your IT department set up a geit mailbox where copies of the remittance advices
will be sent (same email requested on VCAP worksheet).

2. If not already complete, scrub the Prospect Vendor Match Listing by removing any vendors
that you do not want to contact (for example: employees, EEidors, etc.)

3. Within the Prospect Vendor Match Listing file:
1 Review the Strategic vendor tab and add any missing phone numbers
1 Review the Letter Series vendor tab and add any missing addresses

1 Review the Known Credit Card Acceptor tab and add any miglsorge numbers (for
vendors with annual spend above $25,000) and any missing addresses (for vendors with
annual spend below $25,000)

1 Sort the strategic listing in the order of your upcoming payables file

4. Review and approve:

91 AP Buyer Setup page in ICD.
1 Letter Mock-Ups (if applicable)
1 Welcome Emaill

5. Complete Vendor Enrollment Training with your AP department by reviewing the following
material:

1 Comdata Vendor Enrollment Training Webinar
9 Vendor Enrollment Best Practices

9 Vendor Enrollment Quick Reference Guide

Comdata Confidential and ProprietarCE
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6. Complete the integration process with your TRR.

7. Complete the following items:

9 Determine timing for sending olgtter campaigns

1 Review weekly update and send Vendor Enrolment welcome emails to all newly enrolled
vendors. Then, flag all newly enrolled dens within your ERP system.

Comdata Confidential and ProprietarCE
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Sterling File Integration

Sterling is a file data mapping tool that can take your payment files in .CSV or Fixed Width Text
C2NXI 0O 6d¢-¢0 FYR YILI GKS RFEGIF TASénRiE. Ay (KS
Once the mapping procedure is completed the first time, Sterling is smart enough to remember

the file format of each payment file you send, as long as no changes are made on your end. On

/I 2YRIGlI Qa SyRZ ¢S OFy Gl jefand2AC28)(récankiliaton fileR t { H m
and map them to a file format that meets your system requirements, if you choose to receive
response and reconciliation files.

There are two file transmission options with Sterling integration: FTP client and myFile@atewa
SeeFile Transmission Optiofar more information.

Requirements for Sterling Integration
In order to utilize the Comdata Sterling integration, your ERP system must have the ability to

generate a paymentlé in .CSV or Fixed Width Text format.

If you are using an FTP client, you must also have the ability to upload and download files from
an FTP server using the SFTP Protocol.

Integration Steps
During integration, ensure that the following steps have beempleted:

1. Create a sample payment file from your ERP system and email it to Comdata. The sample
payment file must have the required fields from the PS20 file layout and in either CSV or
Fixed Width Text format. It must include at least one credit recong, payment over
$1,000, invoice over $1,000, and one payment that includes multiple invoices.

If you plan to use PS21 and/or AC28, you must also send these files in the format that is
required by your systems.

2. A Comdata TRR will map your applicable files.

3. Once development is done on the mapping, a Comdata TRR will set up a certification call to
run a test.

4. Once certification is successful, a Comdata TRR will promote your map to production and
provide the file transmission credentials.

To see a sample olfi¢ required file layouts (PS20, 21, AC28), contact your Comdata TRR.

Comdata Confidential and ProprietarCE
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File Transmission Options
Currently, there are two file transmission options with Sterling integration:

T

FTP Client

If you prefer using an FTP client to transfer files, Comdata cahtbe credentials for

setting up an SFTP mailbox for sending payment files and picking up response and
reconciliation files. You can use an existing client or download one, such as FileZilla. This
process can be automated within your accounting softwardane manually depending on
your IT development resources.

myFileGateway
MyFileGateway is a wellased interface that provides an easy, secure way to transfer and

receive files from Comdata. MyFileGateway eliminates many of the challenges associated
with conventional FTP exchanges.

Some key features include:

o Easy file uploads and downloads over a secure web platform
o Tracking for your file transfers through reports
o Password management and ease of use compared to conventional FTP file transfer

Comdata Confidential and ProprietarCE
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ConnectPg

Comdata ConnectPay offers the ability to consolidate your payment methods into one
electronic payment platform. In addition to virtual payment processing, ConnectPay supports
other payment types including ACH, wire, check, and internatiG\MIET, IBAN, ACH
international).

Comdata will work with you to install ConnectPay on one of your computers and integrate it

with your ERP systems. Once integrated, you can begin uploading payment files via

[ 2yySOiltleQa &S0OdzNB Cyour vebdodissyt tipto be fald$ ydRAERE 2 v
ConnectPay will process the payment for you. For example, if you have vendors set up to be

paid via checks, ConnectPay will take your payment information and print a check with the

details needed for processing

Integration Steps
Your Comdata TRR will provide the necessary FTP credentials (user ID and password). In order
to set up ConnectPay, ensure the following steps have been completed:
1. Complete and provide the following items to your Comdata Project Manag
1 ConnectPay Automation Worksheet
1 IP address for computer that will transfer files via secure FTP
1 Determine payment types your company will use (virtual, ACH, Wire and/or check)
1

Have your IT department set up a generic mailbox where copies of ACHuat virt
payments remittances will be sent, depending on your chosen payment type

2. Test secure FTP connection to Comdata ConnectPay
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